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1 BBeneHue

1.1 NMonHoe HaunMeHOBaHue

Mogynb Arenadata Catalog Data Quality Framework (ADC.DQF)

1.2 Obnactb NnpuMeHeHuns

Mogyns ADC.DQF obecneunBaeT BbINOfIHEHME MPOBEPOK AAHHbLIX MO 3aJaHHbIM anroputMam u
HacTpavBaeMbIM NapameTpam 4S9 MacCUBOB AaHHbIX U e4MHUYHbIX 3anucen, BbisBreHne owmnbok
N NPOTUBOPEYMI B UMEIOLLIUXCS U BHOCUMBIX JAHHbIX.

Mogynb ADC.DQF npegHasHayeH onsi peanMsaumm criegyowmnx 3agad:

co3daHus/pegakTnpoBaHMa/NpoCcMoTp NpaBmn 4SS OLEHKN Ka4yeCcTBa AaHHbIX;

NCMOSTHEHNSI MPOBEPOK KayecTBa AaHHbIX MO AaHHLIM NpaBuiam;

yrnpaBneHnsa pacnnucaHmeM 3arnycka npoBepOoK Mo npaBuiamM B paMKax 3agad;

3anycka 3agad NpoBepKN Ka4yecTBa AaHHbIX MO NpaBuam;

OTCNEXMBaHUSA CTaTyCOB UCMONHEHUS 3a4ay;

OTCNEeXMBaHNA pe3yrnbTaToB 3a4ay;

dopmmpoBaHNAa OTHETOB MO 3agadvyam B popmaTe excel;
co3aaHus/pegakTMpoBaHMa/NpPoOCMOTP NMOMb30BaTENBCKNX AabopaoB (MaHenen ¢ pesyrnb-
TaTamu CTaTUCTUKM NO 3agadvam);

npeaocTaBneHne pesynbTaToB CTaTUCTUKM NO 3agadvam B popmate excel n Ha gawbopaax
B NOJIb30BaTENbCKOM NHTEPdENCE;

npeaocTaBneHne nonb3oBaTeNbCKOro MHTepdenca Nno BCEM BbilLENEPEYNCEHHbIM MyHK-
Tam;

aBTOMaTmyeckoe hopMmMpoBaHME COOBLLEHUIN B MHTErpaumoHHyto odepeab kafka curHanos
1 pe3ynbTaToB Mo 3agayam

1.3 KpaTkoe onucaHne BO3MOXHOCTEN

Moayne ADC.DQF:

cepBepHas 4acTb peanunsoBaHa Ha ba3e java-TeXHOMNOrni;

KNUeHTCKas 4YacTb peanui3oBaHa Ha 6ase JavaScript-texHonorum;

npeaocTaBnseT nofb30oBaTeNbCKUA NHTEpPdENC, oTobpaxaeMbll B COBPEMEHHbIX Gpay3ae-
pax;

WHTEerpupyeTcsa ¢ cuctemMamm nctodHnkamm npu nomowm JDBC, REST API n SOAP;
nHTerpupyetcs nocpeactsom APl BHyTpeHHMX CEpPBMCOB, C CUCTEMAMU MHULUUPYIOLLMMN
npoBepKn

WHTErpmpyeTcs ¢ cucteMamMmum, NoTpednaoLwmMmmn pesynbTaTbl 3a4a4 NPOBEPKN KavyecTBa AaH-
HbIX Npu nomowm Kafka;

HacTpavBaeTCcsl NOCPEACTBOM Nepenayn KoHUrypaunoHHbIx napameTpoB vYepes dann
KOHUrypauum nnm nepemMeHHble OKpY>KEeHNs!

ADC.DQF nossonseT obecneyunTb:

cobnoaeHne KpUTepreB kKavecTBa AaHHbIX;

ncnonHeHne TpeboBaHn PErynaTopos;

noaaepXKy MpoLeccoB uMdpoBu3aumm ¢ npumeHeHnem metoamk Data Quality Ha HOBbIX
nnatdopmax;

cobntogeHne KputepmeB KavecTBa AaHHbIX NPU MUTPALMU U KOHCONWAALUMM AaHHbIX, Npe-
006paboTke AaHHbIX;

NPOaKTUBHOE pearMpoBaHne Ha UHUUOEHTbLI KAa4eCcTBa M aHOManumn OaHHbIX;
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e LleHTpanu3aumio NpoBepok, peanu3auunto metogonormn Data Quality n Data Governance B

pamMKax ogHoro nHtepdeca.

Mogynbs ADC.DQF cocTtouT 13 CTpYKTYPHbBIX KOMMNOHEHTOB, NpMBEAEHHbIX B Tabnuuax 1,2,3.

Ta6nuua 1 KomnoHeHTbl Mogyns ADC.DQF

q)yHKuMOHaﬂbelﬁ 6nok KoMNOHeHTbI npoaykKkta

Cepsuc ncnonHexus npasun (CUIMM)

DQF Engine Standalone

Cepsuc pacnucaHuin 3agad (CP3)

DQF Scheduler

Cepsuc nnaHnpoBaHusa 3agad (CIr3) DQF Planner
Cepsuc katanora npasun (CKIT) DQF CAS
CepBuc pesynbTaTtoB «Arperatop» DQF Aggregator

Cepsuic gawbopaos

DQF Dashboards Storage

Cepsuc oT4yeTOB

DQF Reporter

Beb-lMNopTtan

DQF Web App

Cepsuc aBTOpPU3aLUK

DQF Auth

AganTtep pe3ynbTaToB ANs MOAYNS COXPaHEHUSs

DQF Saver Adapter

Mogynu akocuctembl Arenadata Catalog, kotopble gononHsatoT ADC.DQF n o6ecneuvsatoT go-
NONHUTENbHYIO (PYHKLMOHANBHOCTL, ONMcaHbl B Tabnuue 2.

Tabnuua 2 KoMnoHeHTbI 3kocuctembl ADC

PYHKLUMOHaNbHbIN 6NOK

KoMnoOHeHTbI npoaykKra

Moaynb coxpaHeHusi NoapoOHbIX pe3ynbTaToB™

Result Saver

*obecneynBaeT (byHKLI,VIlO COXpaHeHuna pe3ynbTaToB B NOJIb30BATENIbCKOE $3 COBMECTMMOE XPaHUNULLE.

NHdpacTpyKTypHbIE KOMMOHEHTbI, Heobxoammble ansa akcnnyatauun ADC.DQF (Tabnwvua 3)

®yHKUMOHaNbHbIN 6MOK

[NepeHanpaBneHne noros

Ta6nuua 3 JononHuTenbHbIe KOMNOHEHTbI ANA cpeabl moayna ADC.DQF

KomMnoHeHT cpeAabl d)yH KUMOHUpoBa-

HUA

Vector - 0.28.0

CnyxebHasa 6a3a AaHHbIX

Postgres 14 vnu ntobas coBmectumas
c Hen CYB[

Bpokep coobLieHni

Kafka (npegnoytutensHee), RabbitMQ

CpepncTtBo ayTeHTUdmMKaLmm

KeyCloak - 23.0

XpaHeHme M NOWUCK J10roB

Loki - 2.6.0, Grafana - 9.5.5

C6op meTpuk

Prometheus - 2.41.0,
Prometheus Graphite Exporter - 0.13.1

EavHas Touka Bxoga

Nginx

Cnyx6a koopguHaymm™™

Zookeeper - 3.9

** MCNONb3yeTCsi AN1A pacnpoCTPaHEHNUS! U NMPOBEPKN JTMLLEH3UN
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1.4 YpoBeHb NOAroTOBKU agMMUHUCTpaTopa

Aamunuctpatop ADC.DQF pomkeH obnagatb BbICOKMM YPOBHEM KBanudukaumm u npaktnye-
CKWUM ONbITOM BbINOMHEHUSA paboT no:

e YCTaHOBKE W pPa3BEépPTbIBAHNIO KOHTENHEPHBIX CEPBEPHBIX NPUNOXEHUI;
e HaACTpoOMKe NepeMEHHbIX Cpedbl KOHTEMHEPOB U KOHOUIYPUPOBaHUS SPring NPUTOXEHWIA;
e HacTpoliKa NIOrMpoBaHUSA 1 MOHUTOPWHIa Npy NomoLLm 6ubnmnoTtekn log4j2.

e HACTpOMKe NporpamMHONM YacT mogynen, obnagatb 3HaHUAMM U YMEHUEM Kriaccudunum-
poBaTb M YCTPAHATb BO3HMKAKOLLME OLUNOKM.

1.5 MNMepeyeHb aKkcnnyaTauMoOHHOU AOKYMeHTauum

Ta6bnuua 4 lNepeyeHb 3KcnyaTalMOHHOMN AOKYMeHTauumn

HaumeHoBaHue O6bo03Ha4yeHue

PykoBoOCTBO nonb3oBaTens ADC.DQF P11
PykoBoacTteo no s3biky Data Quality Language ADC.DQF Pykosoacteo DQL
MHCTPYKLMSA NO yCTaHOBKE ADC.DQF NHCTpyKUMA NO yCTaHOBKE
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2 HazHayeHUe U yCJI0BUA IPUMEHEHUA

Hwxe npeacraBneHa apxutektypHas cxema ADC.DQF.

Mone3zoBaTensckoe
XpPaHWUnuLle

M XonogHoe
ofynb coxpaHeHus : AWS/S3

Arenadata NORPOGHLIX

Catalog COBMECTUMOe

pesynsTaToB

XpaHunuie

ADC DQF

Apnantep
pesynsTatos

CP3
Be6-Moptan Cepayc pacnucaHni Cepsuc karanora
3Jafad npasun

BHewHxnan

nonb3oBarenbckas
b Lk cuctema
coxpaHeHus

: CepBuc cn3 Cepsuc :

' CepBuC NNaHupoBaHWs '

i fawodopaos aBTOpU3aLWM H

H gari H

CepBUc

pe3ynsraTos

1 «ArperaTop» 1

cnn CepBuc 0TYéTOB

H CepBunc npoBepK Npasnn H Y T Crrra——
H H Cucrtemsl
MCTOUHUKH
cun G

: : AP|

H Cepamc WCNONMHEHUA H

H npasun '

s —>

E E GraphQL

( WHpacTpyKTypPHBIE KOMMOHEHTLI w
Spring Cloud
Cysﬂ “ Conﬁg Server

PucyHok 1. ApxutektypHasa cxema ADC.DQF.
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2.1 ABTOmMaTtusnpyembie BUAbl AeATeNbHOCTU U (DYHKLUN

CepBuc katanora npasun (CKIl)

1) XpaHeHve 1 BEpPCUOHUPOBaHME NpaBu 1 rpynn NpaBus;
2) npepocTasneHve MHopMaL MM No XpaHMMbIM NpaBuiam v rpynnamM npasun.

CepBuc nnaHupoBaHus 3agay (CMN3):

1) ®opmupoBaHmne 3agayum Ha NPOBEPKY AaHHbIX NO NEPEeYHIo NpaBui UNK rpynne npasun, xpa-
HUMbIX B CKT1.

2) B pamkax 3agayu oTnpaBka JaHHbIX AN NPOBEPKN C yKa3aHWeM npasuna, no KoTopomy By-
aetT npoBoanTbca nposepka B CAMT;

CepBuc pacnucaHum 3agay (CP3):

1) XpaHeHne gaHHbIX O pacnMcaHun 3anycka 3agad no rpynne
2) dopmupoBaHmMe No pacnmncaHuIo 3agayn Ha NPOBEpPKY AaHHbIX no rpynne B Cl13;

CepBuc pe3ynbTaToB «Arperatop»:

1) C6op 1 XxpaHeHne pe3ynbTaToB NPOBEPOK MO 3a4aYe;

2) VipeHTudunkaumnsa NpuHaanexxHocTn pesynbTaToB 3anyLLEHHOW 3adaYe;

3) VipeHTudmnkaumnsa NnpnHaanexxHocTu pe3ynbTaToB 3agade, 3anyLeHHON Mo pacnmcaHuto;
4) NpeHTndukaumsa 3aBepLueHms obpaboTkun pesynbTaToB Mo 3agave;

5) VIHopmupoBaHmne cucTembl 0 3aBepLUEHNN 06paboTKK pe3ynbTaToB 3a4aquu;

6) MNpepocTaBneHne gaHHbIX O pe3yrnbTaTax 3agay C BO3MOXHOCTbIO hunbTpaunm.

CepBucC O0T4YETOB:

1) Mony4eHne gaHHbIX OT cepBuca pe3ynbTaToB Mo 3agadve
2) ®opmupoBaHmne oTYETOB B hopmaTe excel

CepBuc gawbopaos:
1) XpaHeHue 1 NpegocTaBneHne AaHHbIX O NONb30BaTENbLCKUX Aabopaax
Beb6-nopran:

1) oTpu1coBka nonb3oBaTenbCKOro nHTepdenca
2) npegocTaBneHne Mnonb30BaTEN0 BO3MOXHOCTEN MWCMNONb30BAaHWUS BbILIENEPEUYNCIIEHHBIX
CEepBUCOB B COOTBETCTBUN C NPEAOCTABEHHBIMW EMY NpaBamMu

CepBuc aBTOpr3auum:

1) yTeHune nNpaB gocTyna u3 TokeHa nornb3oBaTens, Nnbo nHTerpaumen ¢ Arenadata Catalog;
2) nepegaya uHdOpMaLmMmM O OCTYMHbIX NOMb30BaTEN0 NpaBax.

CepBuc ucnonHeHus npasun (CUM):

1) nony4deHue gaHHbIx 13 Cl3 ana nposepku No ykazaHHOMY Npasury;

2) nony4eHue npasuna us CKIT;

3) ucnonHeHue npasuna Hag MONyYeHHbIMW OAHHLIMW B COOTBETCTBMM C BO3MOXHOCTAMU
a3blka (cM. PykoBoacTso no s3biky DQL)

4) oTnpaBKa pe3ynbTaToB UCMOMHEHUS NPOBEPKU

ApanTep pe3ynbTaToB ANA MOAYNA COXPaHEHUA:

1) YUTeHne pe3ynbTaToB NPOBEPKM U COOLITUIA CEPBUCOB C LEeNbio (hOPMUPOBAHNSA CUTHAMOB
ANA Moayns COXpaHeHns

2) ®dopmupoBaHue coobLLeHnn B MHTErpaumMoHHyto odepepb kafka curHanos v pesynbTaTtoB no
3agadvam onsg Moayns coxpaHeHus nogpobHbIX pe3yrnbTaTos.
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2.2 YcnoBus, npu cobnogeHnn KOTopbix obecneynBaeTcs

npuMmeHeHune cpeacrtBea aBTomMmatTn3aumm B COoTBeTCTBUU C
Ha3Ha4YeHUuem

2.2.1 TpeboBaHus K BblYUCIUTENIbLHON cpefe

PacueT TpeboBaHui K BbluncnuTenbHon cpene ansa cpeabl PROD rotoBuTCs nHanBMAayansHO
B 3aBMCUMOCTU OT MHOMMX (haKTOpOB.

MuHuManbHble TpeGoBaHUA K cepBepy NPUOXeHUS U KOMMOHEHTaM NpoAyKTa

o 16 agep CPU x64, He meHee 2 [T (pekomeHayeTcsa nnatdopma He ctapuwe Intel Cascade
Lake);
e 16 '6 onepaTnBHOW NaMATH;

e 14 I'6 nonesHoro aguckosoro npoctpaHcTea HDD/SDD (¢ MUHMManNbHOM CKOPOCTLIO YTEHUSA
150MBbE/cex);

MuHumanbHble TpeboBaHuA Kk cepBepy B[

o 8 apep CPU x64, He meHee 2 [Ty (pekomeHayeTcsa nnatdopma He ctaplue Intel Cascade
Lake);
e 16 '6 onepaTnBHOW NaMATH;

e 50 '6 nonesHoro grckoBoro npoctpaHcTea SDD (C MMHMMAanNbHOM  CKOPOCTbIO YTEHMS
150MBbE/cexk);

2.2.2 Tpe6oBaHusa k cpege ucnonHeHus ADC.DQF

1. OnepaumnoHHas cuctema — Ubuntu 22.04.4 LTS, Peg OC 7.3, ALT Server 10.1
(Mendelevium), Astra Linux BopoHex 1.7.

2. [10 Docker version 25.0.0, u Bbilwe, coBmecTHO ¢ Docker compose version 1.29.2, n Bbilwe

3. TlNonb3oBaTensb ¢ npaBamu sudo (MNu Nonb3oBaTesb C NpaBamu ucnonb3osaTtb docker n
3anyckaTb KOHTENHEPbI)

00O «[artakatanor» 8
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3 [loarotoBKa K paboTe

3.1 CocTaB 1 cogepxaHue ANCTPUOYTUBHOIo HOCUTENA AaH-

HbIX
Apxue ¢ docker-o6pazamu NMO:
e dqgf_images.zip
ApXUB C NOArOTOBIEHHBIM KaTarorom cteHaa:
e dgf-demo-stand.zip
dann NMuUeH3nu:

e es.adc.license

ApXI/IB C Aokep 06pasaMM COAEPXKNT KOMMNOHEHTbI NO NepeYHto

Tabnuua 4. KomnoHeHTbl mogyns ADC.DQF
PYyHKUMOHANbLHbIN GIIOK

CepBuc ucnonHeHus npasun (CUM)

KomMnoHeHT nnatdopmbl
DQF Engine Standalone

CepBuc pacnucaHuu 3aga4 (CP3)

DQF Scheduler

CepBuc nnaHupoBaHus 3aaay (CI3)

DQF Planner

CepBuc karanora npasun (CKI)

DQF Complex Algorithms Storage Service

CepBuc pe3ynbTaToB

DQF Aggregator

CepBuc gawbopgos

DQF Dashboards Storage

CepBuc ot4yeToB

DQF Reporter

Be6-noptan

DQF Ul

CepBuc aBTopusaumm

DQF Auth Service

AAanTep pe3ynbTaTtoB ANA MoAynsA CoOXpaHeHus

DQF Saver Adapter

Mopaynb coxpaHeHusi NoApPOGHLIX pe3ynbLTaToB*

Result Saver

CnyxebHasa 6a3a AaHHbIX

Postgres 14 nnn coBmectnmas

Bpokep coobLieHumn

Kafka

CpeacTBoO ayTeHTUdMKaLUm

KeyCloak - 23.0

MepeHanpaBneHue noros

Vector - 0.28.0

XpaHeHue 1 Nouck noros

Loki - 2.6.0, Grafana - 9.5.5

CG6op meTpukK

Prometheus - 2.41.0,

Prometheus Graphite Exporter - 0.13.1

BanaHcupoBLUUK Harpy3ku

Nginx

Cnyx6a koopanHauum

Zookeeper - 3.9
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3.2 Nopapok pa3BepTbIBaHMSA U 3anycKka Mmoayns

MNMoppo6Hoe onvcaHne nopsiaka yCTaHOBKM U 3anycka MOAyns onucaHo B MIHCTpyKuum no ycta-
HoBke mogyns ADC.DQF (pasgen 1.5).

3.3 MNopapok npoBepkn paboTocnocoOHOCTU cepBUca

MHd)OpMaLl,VII-O O COCTOAHMN CepPBUCOB MOXXHO MOJT1Y4YUTb, BbIMOJTHMB KOMaHAbl HNXe

NucTuHr 1 NMony4yeHue nHhopmaLum 0 COCTOAHUM CEPBUCOB
docker ps
docker compose ps
docker compose logs <container name>

, @ TakXe npu nomMmoLum http 3anpoca no agpecy. {xocr-cepsuca:nopr-cepsucal/actuator/health

00O «[artakaTanor» 10



gArenadata
Catalog

4 OnuvcaHue ornepanuu

4.1 ObHOBRNEeHUue NUUEeH3nn

JInueHsuna DQF nogpasymeBaeT CMHXPOHU3ALMIO KONIMYECTBA NOTOKOB MEXAY UHCTaHCaMu, KOTo-
pas npoucxoant vyepes zookeeper (/io/arenadc/dgf/es.adc.license/lease).

B cnyyae, ecnu hain HeQoCTyNEH, NUUEH3UA NPocCpoYeHa Nnn HeBanuaHa - NPUNoXKeHne oTKIH-
YUT UHTErpaunoHHbIe MHTEPMENChI 4O NPOYTEHUS akTUBHOrO charna nuueHaun, health-coctosHne
cepsuca ucnonHeHus npasun yget DOWN (/actuator/health unu /actuator/health/licenseHealth).

[lns ycTaHOBKWM/OBHOBEHMS NMULEH3UM HEOGXOAMMO MONYYMTb DA NIMLEH3NUN Y TEXHUYECKOW
MOAAEPXKKM.

4.2 KondurypuposaHme ADC.DQF

Cepsucbl ADC.DQF HacTpavBaloTCa CTaHAapTHbIM NYTEM nepefavv KOHOUrypaumoHHbIX na-
pamMeTpoB ¢ NOMoLLbLO .env, yaml nnu properties.

[na Bcex cepsuco mogyns ADC.DQF B cootBetcTBumM ¢ docker compose onpegerneHbl crne-
UMdUYHbIE KOHUIypaunoHHble danrbl B COOTBETCTBYHOLLMX KaTanorax CepBUCOB M obuime ans
BCEX CEPBUCOB B KaTanore spring-common:

e ‘application.yaml’;
e “application-dgf-kafka.yaml’;
e application-keycloak.yaml'.

Ha npumepe nornposaHus:
YpoBeHb NOrMpoBaHNs, MOXET ObITb, OOUH U3 CNEeaYOLNX:

* TRACE- cambin geTanbHbIn ypOBEHb IOrMpoOBaHMUS:

* DEBUG — norupoBaHune Bcex BUOoOB CODLITUIN;

* INFO — noruposaHue owimbok, npeaynpexaeHnin n coodLLeHui;
* WARN — noruposaHue owmbok 1 npeaynpexneHun;

* ERROR — noruposaHune Bcex oLnBOoK.

HacTtponka ypoBHs nornpoBaHus ans Bcex cepsucos moayns ADC.DQF BbinonHseTcs B
danne application.yaml B kaTanore [spring-common]:

JNucTtuHr 2 Hactporika ypoBHSA niormpoBaHua onsa Bcex cepucoB moaynsi ADC.DQF

logging:

level:

io:
arenadc:
dgf:
service: info

Jlorn coxpaHsTca B AMpeKkTopumn Buaa :
e docker/profile-stand/mnt/logs/<service>

Hanpumep:

e docker/profile-stand/mnt/logs/aggregator
e docker/profile-stand/mnt/logs/auth
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4.2.1 KoHdurypaumoHHble napameTpbl obwme ana Bcex backend cepBucos

Ob6wume KoHUrypaumMoHHble NapaMeTpbl Ansl CepBMCOB nepedncneHbl Huke (Tabnuua 5), B
npMMeYaHun ykasbiBaeTcsl 06513aTeNbHOCTb NapaMeTpa, 3Ha4YeHne Nno yMOSYaHuio 1 npuvep 3a-
nonHeHus. B cnyyae ecnu B npyMeYaHnmn He yka3aHo, YTo napameTp obsi3aTenbHbIN, TO napameTp
He sBnsieTca obsizaTenbHbIM. ECnn He yka3aHO 3Ha4YeHne No YMOM4aHuio, TO OHO OTCYTCTBYET.

Ta6nuua 5 O6wWwme napameTpbl CEPBUCOB

MapameTp

spring.config.import

OnucaHune

[ononHutenbHble KOHUrypaLmnoHHble napa-
MeTpbl.

MpumeyaHue

Mo ymnouyanuto: optional:configs-
erver:

Mpumep: configserver:http://lo-
calhost:8888

spring.cloud.bootstrab.enabled

3apenicTBoBaTh yCTapeBLUNA MEXaHU3M
bootstrap-a.

OKBMBaNeHTHO MOAKMHYEHNIO 3aBUCMMOCTH
spring-cloud-starter-bootstrap

Mo ymnoyaHwuto: false:
Mpumep: true

spring.profiles.active

Cnu1cok npodoumreint sanycka NpuoXeHusi, pas-
[eneHHbIX 3anaTbIMu

O6sasaTeneH.
Mo ymonuaHuto: keycloak
Mpumep:

«anonymous, dqf-kafka, gos-
tech-audit»

dgf.security.anonymous.princi-
pal

Mms nonb3oBaTtens npy aHOHMMHOM AOCTYNe K
AlN.
(npodunb anonymous)

He npumeHsieTca gna CUI.
Mo ymonyaHuo: anonymous-api

spring.security.oauth2.*

Hactpowku OAuth2 ayteHTudmkaums. Uc-
nonb3yrTcA npu npocune 'keycloak'.

He npumeHsieTca gna CUI.

spring.security.oauth2.cli-
ent.registration.keycloak.cli-
ent-id

KnuneHT backend-cepBuca anga nogknoyeHns K
Keycloak. Hanpuwmep: dqgf-planner

O6s3aTenbHbIN

spring.security.oauth2.cli-
ent.provider.keycloak.issuer-
uri

URL HacTpoeHHOro Ans npunoxeHus cepeepa
ayteHTudukauum (IAM), Hanpumep keycloak.

O6si3aTenbHbIN.
Hanpumep:
http://localhost:8092/realms/DQF

spring.security.oauth2.re-
sourceserver.jwt.clock-skew

Bpewms, koTopoe cepsep byaeT cumTtath nepe-
AaHHBIN TOKEH HEMPOCPOYEHHBIM (KanMbpoBka
Ha cryyaw paccyHXpoHU3aLumn BpeMeHu key-
cloak u application-cepsepa).

Mo ymonuanuto: PT60S

spring.security.oauth2.re-
sourceserver.jwt.validate-is-
suer

BbinonHaTb nu npoepky nons iss JWT-To-
KeHa.

Mo ymonuauuto: true

spring.security.oauth2.cli-
ent.provider.keycloak.user-
name-attribute

HaseaHue claim, cogepallee nms nonb3oBa-
Tens.

Mo ymonuaHuto:
preferred_username

spring.security.dqgf.*

MapameTpbl 06paLyeHusi K cepBUCy ayTeH-
Tudukaummn. Ucnonb3yrotcsa npu npodune
keycloack

He npumeHstoTca gna CUN
,cepBuca aytTeHTudmnkaumm,
apanTepa pe3ysnibTaToB U MO-
Ayns coOXpaHeHUsA NogpPOOHbIX
pe3ynbTaTtoB

spring.security.dgf.auth-ser-
vice-url

URL HacTtpoeHHoro DQF Auth Service gns no-
ny4yeHus aTpnbyToB AocTyna.

O6sa3aTenbHbIN
Mpumep: hitp://lo-
calhost:8093/dqgf-auth-service/.

spring.security.dgf.cache.ena-
bled

BknioyeHwne kawa atpmbytos DQF.

Mo ymonuaHuto: false

spring.security.dgf.cache.ttl

Bpewms xun3Hu kawa atpnbytoB DQF.

PT5S

spring.secu-
rity.dgf.cache.maxSize

MakcumanbHoe KonMYecTBO TOKEHOB, AN KO-
TOPbIX K3LUMPYHOTCA aTpubyThI.

15

gostech.audit.*

KoHcurypaumnoHHbie napameTpbl ayauTa,
npu npodune gostech-audit

gostech.audit.enabled

CosgaBaTb Unu HeT GUH C CepBMCOM MO OT-
npaeke cobbITUiA ayamTta. Ecnu 3HavyeHue
false Bce octanbHble napameTpbl He
MMEKT 3HaYeHust

Mo ymonuaHwuio: true

gostech.audit.metamodel

Pecypc B bopmate JSON c onncaHvem meta-
mogenu. Meta-mMogens aBToMaTnyecku oT-
npaBsnseTcsa nocne crapta NPUNoXeHus (Npu-
MEpP CM. HUXe).

Mo ymonuaHuto: classpath:gos-
tech/metamodel.json

00O «[artakaTanor»
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MapameTp

gostech.audit.send-metamodel-
onstart

OnucaHue

OTI'IpaBJ'IﬂTb MeTamMmoernb Ha cTapTe npuno-
XeHunA

MpumeyaHue

Mo ymonuanuto: true

gostech.audit.url

XocT, Ha KOTOPOM HaxoAuTCsl cepBUC
ayguTa

O6sa3aTenbHbIN

gostech.audit.connect-timeout-
millis

TarimayT B MUNNNCEKYHAAX HA NOAKIOYEHMNE K
cepsucy ayauta(>0)

Mo ymonyanuto: 10000

gostech.audit.read-timeout-
millis

TarimayT B MUINIINCEKYHAAX HA OXMUAaHWEe OT-
BeTa 0T cepBuca ayteHTudmkaumm(>0)

Mo ymonyanuto: 10000

gostech.audit.tls.key-
store.store-type

Tun xpaHunuiia NpuBaTHbIX KMYen ans
ayTeHTUdUKaumm Ha cepsepe no JLIM
(PKCS12, JKS, ...)

gostech.audit.tls.key-
store.store-file

Pecypc, 13 KoToporo sarpyxaeTcst XpaHunuiie
(davin ¢ pacwmpenvem .p12, jks, ...)

gostech.audit.tls.key-
store.store-password

Pecypc, B koTOpoM 3anuncaH naponb Ans Ao-
cTyna K XxpaHunuiiy (TEKCTOBBbIN daiin ¢ napo-
fiemM B MEPBON CTPOKE)

gostech.audit.tls.trust-
store.store-type

Twn xpaHunuia c cepTudukatom cepsepa
(ny6nunyHbIN KNtoY + nHOpMaums o Bna-
Aenbue) Ana ayteHTudmkauum cepsepa u
YCTaHOBKM 3aLLMLLEHHOro KaHana
(HTTPS/TLS)

gostech.audit.tls.trust-
store.store-file

Pecypc, 13 koToporo 3arpyxaeTtcs ceptudu-
kaT/uenouyka ceptudukaTos (pann c paclum-
peHuem .p12, .jks, ...)

gostech.audit.tls.trust-
store.store-password

Pecypc, B koTOpoMm 3anuncaH naponb Ans Ao-
cTyna K XpaHunuiuy (TEeKCTOoBbIN dhain ¢ napo-
niemM B NepBou CTPOKe)

dgf.audit.web.ignore.ant-
matchers

Habop (maccuB cTpok) ant-matyepoB ons pe-
CYpCOB, AOCTYN K KOTOPbLIM He ByaeT reHepu-
poBaTb cobbITUsA ayguTa.

Mo ymonuaHumto: [/actuator/pro-
metheus']

spring.kafka.*

O6wwasn koHdUrypaums
coeanHeHus Kafka.

He npumeHseTca ansa cepBu-
COB:

aBTOpM3auun, oT4ETOB, Aalbop-
AO0B, MOAyrns

noAapobHbIX pe3dynbTaToB

spring.rabbitmg.*

O6Lwasn koHdUrypaums
coeanHeHus RabbitMQ.

He npumeHsieTca ans cepBu-
COB:

aBTOpM3aLMmM, OTYETOB, Aallbop-
[OOB, aganTtepa K Mogymno noapoot-
HbIX pe3ynbTaToB U

MoAaynsa nogpobHbIX pe3ynbTaTos.

spring.datasource.*

KoHdurypaums 6 cepBuca

He npumeHsieTcsa ansa cepsu-
COB:

MCMOSIHEHUSI MPOBEPOK, aBTopM3a-
uumn, agantepa K Moaynto noapob-
HbIX pe3ynbTaToB 1 MOAYMs no-
APOGHbIX pe3ynbTaToB.

spring.datasource.url

Appec 6a3sbl AaHHbIX

Mpumep:
jdbc:postgresql://postgres-
cas:5432/cas

spring.datasource.username

Mmsa nonb3oBaTens Ans nogknoveHms K b

cas-a

spring.datasource.password

Maponb Ans nogkntodeHus k b

cas-p

dgf.events.*

HacTtpolika oTnpaBku coObITUI

lMpumeHsieTcAa Ans cepBUCOB:
pacnucaHui, pesynbTaTos, kaTa-
nora nNpaBun 1 NaHMPOBLLMKA.

dgf.events.enabled

BkntoueHne cobbiTuii MUKpocepBrcoB, obec-
neyYmBaloLLMX cB3aHHyto paboty DQF.

Mo ymonuaHwuio: true

dgf.events.queue

QOuepeab, B kOTOpY hOHOBLIN Npouecc dyaeT
OTNPaBnsATb HOBble COBbLITUSI

Mpumep: event_q

oauth.*

MapameTpbl ayTeHUdpUKaLnM CepBrUCOB

lMpumeHsieTcAa AnNs cepBUCOB:
pacnucaHumn, OTY4ETOB, NNaHuU-
poBLLKa.

00O «[artakaTanor»
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MapameTp OnucaHue MpumeyaHue ‘
BkntoyeHne/oTknoveHne nonyYyeHns TokeHa
ayTeHTUdUKaUmMM B cepBuce ayTeHTUdUKaumnm
oauth.basic.enabled no koHTpakTy GET basic. Ecnu 3HayeHune Mo ymonuanuto: false
false Bce octanbHble napameTpbl *.basic.*
He UMEeIT 3HaYeHus
oauth.basic.username II-/IU:\IA: nonk3osatens Ans Basic ayTeHTuduka- Mo ymonyanuto: null
oauth.basic.password MNaponb ansa Basic ayTeHTudmrkaumm Mo ymonyaxwuto: null
BkntoyeHne/oTknoYeHNE NonyyeHns ToKeHa
ayTeHTUdUKaUmMM B cepBuce ayTeHTUdUKaumnm
oauth.keycloak.enabled Keycloak. Ecnu 3HaueHue false Bce octanb- | Mo ymonuanuto: false
Hble napameTpbl *.keycloak.” He umetoT
3HaYeHusA
oauth. keycloak.username Nmsa none3osatens ana Keycloak ayteHtuoun- | ObsasatenbHbIN
Kauum Mo ymonuanuto: null
O6s3aTenbHbIN
oauth.keycloak.password Maponb ana Keycloak ayteHTudmkaumm
Mo ymon4anuto: null
oauth.keycloak.clientTd NpeHtudpmkaTop knueHta ans Keycloak O6sa3aTenbHbIN
ayTeHTuduKaumm Mo ymonyaHuto: null
oauth.keycloak.clientSecret Cekpert knueHTa ans Keycloak ayteHTndmka- O6sa3aTenbHbIN
Lmmn Mo ymonuaHuto: null
oauth. * . url XOCT, Ha KOTOPOM HaxoAWTCS CEpPBUC ayTeHTU- | O6s3aTenbHbIN
C dukaumm Mo ymonuanwuio: null
TavimayT B MUNNUCEKYHAAX Ha NOAKIOYEHMNE K
oauth.*.connectTimeoutMillis cepsucy ayteHTudunkauun(>0). 3HayeHne no- Mo ymonuaHuto: 30000
YMOS4YaHUIO 3aBUCUT OT Bepcumn reactor.netty
TavimayT B MUNNUceKyHAaxX Ha oxXupgaHue oT-
> -
oauth. * . readTimeoutMillis BeTa OT cepBuca ayteHTudukaumun(>0). 3Ha Mo ymonuanmio: 30000
YeHue No-yMOJ4aHMWI0 3aBUCUT OT BEPCUU
reactor.netty
oauth.*.tls.key-store.store- Tun xpaHunuiia NpMBaTHbIX KNYen Ans
type ayTeHTUduKaumm Ha cepsepe no JLM
(PKCS12, JKS, ...)
oauth.*.tls.key-store.store- Pecypc, 13 koToporo 3arpyxaeTtcs XxpaHunuiie
file (dpann ¢ pacwmpenvem .p12, .jks, ...)
oauth.*.tls.key-store. store— Pecypc, B koTOpoM 3anucaH napornb Ans Ao-
password cTyna K xpaHunnuly (TekcToBbIV hann ¢ napo-
JIEM B NEPBOW CTPOKE)
Pecypc, B k0TOpOM 3anucaH naponb Ans Ao-
oauth.*.tls.key-store.key- CTyna K Krtovy (TeKCToBbI dhann ¢ naponem B
password nepson cTpoke). Ecnu He 3apaH, ncnonb3y-
€TCs KMoy OT XpaHunuiia
Tun xpaHunuwa c cepTndmkaTom cepeepa
o + ’
oauth.*.tls.trust-store.store- (FIyGJ'IM‘-IHbIM KITio MHd)OpMaLI,MFl o Bna
type Aenbue) ana ayteHTudmkauum cepsepa u
YCTaHOBKM 3aLUMLLEHHOro KaHana
(HTTPS/TLS)
P 13 KOTOpOr rpyxaetcs TMu-
oauth.*.tls.trust-store.store- €CYPC, 13 KOTOPOTO 3arpyxae c. ceptuch
file KaT/uenouyka ceptudukaToB (pann c paclum-
peHuem .p12, .jks, ...)
P B KOTOPOM 3anucaH naporse Ans 4o-
oauth.*.tls.trust-store.store- ecype, OTOPOM 3anue ,p V'D' Ao
password CTyna K XpaHuIuLy (TeKCTOBbIM dain ¢ napo-
JIEM B NEPBOW CTPOKE)
oauth.*.tls.verify-host-name MpoBepaTb N CepBEPHbIN cepTUdUKaT Ha Co-

OTBETCTBME MMEHU XOCTa UIn IP-a,qpeca
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4.2.2 KoHdurypaumoHHble .env-napamMeTpbl ana Be6-noptana

Ta6nuua 6 NMapameTpbl HacTpokn Web-App

MapameTp

USE_AUTH_SERVICE

OnucaHue

BkntovaeT unu BbIKNoYaeT Cnonb3oBaHne
BHellHero auth-cepsuca.

Ecnu 3HayeHue true, npunoxeHne neitaetcs no-
nyyaTtb auth-koHdurypauuio yepes cepsuc.
Ecnu false, ncnonb3yeTcss anonymous-pexum.

MpuMep 3anonHeHus

false

AUTH SERVICE API ORIGIN

BasosbIn origin ans auth-cepsuca.
Mcnonb3yeTcs kak npedukc, kK koTopomy gobas-
nsetca PUBLIC AUTH SERVICE API URI.

“http://localhost:8079”

PUBLIC_AUTH_SERVICE_API_URI My6nuuHbii URI cepeuca aBTopusauun API “/auth-api”
DQF_WEB_BASE_URL Basosbii URL Be6-npunoxeHms “/dgf”
PUBLIC_ COMPLEX ALGO- .

- — URL gns API kaTanora npoBepok "/cas-api"

RITHMS STORAGE API URL

PUBLIC PLANNER API URL

URL ana API nnaHupoBLimka 3agay

"/planner-api"

PUBLIC_SCHEDULER API URL

URL ansa API cepsuca pacnucaHui

"/scheduler-api"

PUBLIC_AGGREGATOR API URL

URL ansa API cepsuca pesynbtaToB

"/aggregator-api"

PUBLIC_ DASHBOARDS STOR-
AGE API URL

URL ans API cepsuca gawbopaoB

"/dashboards-storage-api"

PUBLIC_REPORTER API URL

URL ansa API cepsuca oT4éToB

"/reporter-api"

PUBLIC ENGINE PROBE API URL

URL gns APl npo6Horo 3anycka CAT

"/engine-probe-api"

EXPLORER_ADC_BASE_URI

Basosbit URI ana API ADC.

"/adc-api"

4.2.3 KoHurypaumoHHbie napameTpbl cepBuca ucnonHeHmsa npasun (CUM) n
cepBuca nposepku npasun (CIM)

O6wume napameTtpbl CUMM n CIMN (pa3gen 4.2.1) TpebytoT HAaCTpoOVikn Npoduns, ovepeaen, u
aBTOpM3auun nNpm HeobxooUMOCTK, TaK Xe MOXET nony4aTb NapamMeTpbl OT cepBepa KoHdurypa-
umn. CUM ot CININ oTnnyaeTcda TeM, 4To spring.profiles.active COOEPXKUT 3HAYEHNE probe.
Hwxe npuBoaaTca napametpsl cneundunydHblie ana CUM wn CIMT.

Hwxke (Tabnuua 7, Tabnuua 8, Tabnuua 9) onncaHbl napameTpbl HeobxoamMMble Ans 06paboTkm
CcoO0bLLEHNI, NapaMeTPOB KILLUMPOBAHUSA U UHTerpauumn ¢ katanorom CKI1). MNapameTpol

Ta6nuua 7 MNapameTpbl CUM B yacTn 06paboTkM COOGLLEHUN.

MapameTp

dgf.controller.type

YTto menaer

Tun KOHHEKTopa K BHELUHEN ovepeaun.
MopnepxmBaeTcsa 3 B3aMMOUCKIOYa-
IOLKUX 3HaYeHus: KAFKA, RABBIT,
PROBE.

MpumeyaHue

Ob6sizaTeneH.
Mpumep: KAFKA
ana CIM: PROBE

dgf.control-
ler.queue.read.name

Ouepenpb 3anNpoCcoB Ha BanuaaLmo

ObGsizaTeneH.

Mpumep: read g
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MapameTp Yto penaet MpumeyvaHue
dqf.control- Ouyepenb OTBHeTOB C pesynbTatamu O6sasaTeneH.
ler.queue.write.name Banupaumn. He npumeHseTtca ansa .
Crin Mpumep: write g
dgf.control- Oyepeab ONg ycnewHbIx pe3ynbTa- Mo ymno4aHuio:
ler.queue.write.suc- TOB (status=true). He npumeHs- dgf.controller.queue.write.name.
cess.name etcsa ana CIN lMpumep: write success g
dgf.control- Ouepefb ANs HeycneLlHbIX pesynb- Mo ymnoyaHuio: dgf.control-
ler.queue.write.fail- TaToB (status=false). He npume- ler.queue.write.name.
ure.name HaeTca ansa CIrl MNpumep: write failure g
Mo ymnouaHuio:
dgf.control- QOuepeab A1 oWNBOK UCTIONHEHNS. y .
. dgf.controller.queue.write.name
ler.queue.write.error.name Mo ymonyaHuo:
Mpumep: d1x g

Ta6nuua 8 NMNapameTpbl KILWMPOBaHUA

MapameTp

YTto menaer

MpumeyvaHue

dgf.cache.noop-on-error

MrHopupoBaHue owmnbok npu paboTte
c kawem. Onepauus 6yaet nponon-
»eHa 6e3 kalua.

Mo ymnouaHuto:true

Tabnuua 9 MNMapameTpbl MHTErpauumn ¢ cepeucom katanora npasun — Complex Algorithm Storage(CAS)

MapameTp

Yto penaet

dgf.complex-algorithm.storage.cas-service.* - "

MpumeyvaHue

dgf.complex-algo-
rithm.storage.cas-ser-
vice.enabled

BkntoyeHne 4yteHns koHdurypaumn
npasun us cepsuca CAS

Mo ymonuaHwuio: false

dgf.complex-algo-
rithm.storage.cas-ser-
vice.url

BbasoBas ccbinka Ha cepsuc CAS

Ob6s13aTenbHO, NpU BKIKOYEHUN UHTErpa-
uun. Mpumep:
http://cas.interanal.arenadc.io

dgf.complex-algo-
rithm.storage.cas-ser-
vice.connectTimeoutMillis

TanmayT Ha nogknyYeHue K BHeLL-
HEeMy CepBUCY B MUIIIMCEKYHOAX.

Mo ymonuanmo 1000

dgf.complex-algo-
rithm.storage.cas-ser-
vice.readTimeoutMillis

TanmayT oXXvaaHus oTBeTa OT BHELL-
HEero cepBuca B MUIIIMCEKYHAAX.

Mo ymonuanuio 1000

dgf.complex-algo-
rithm.storage.cas-ser-
vice.tls.*

HacTtponku TLS.

He o6sa3aTensHO, Npy HE3aLWULLEHHOM CO-
€ANHEHUN nnn ncnofib3oBaHUN HaACTpPoeK
JRE.

dgf.complex-algo-
rithm.storage.cas-ser-
vice.auth.enabled

dnar BknoYeHMs aBTopmsaunm B
CAS. AsTopu3auus byaet paboTaTtb
npw nonyyeHuu ctaryca 401

Mo ymonyaHwuio: false

dgf.complex-algo-
rithm.storage.cas-ser-
vice.auth.url

Cchblfika nony4eHnst aBTopusaLMoH-
Horo TokeHa ansa CAS.

Oa

Mpumep:
http://keycloak.interanal.arenad
c.io/realms/SomeRealm/protocol/o
penid-connect/token

dgf.complex-algo-
rithm.storage.cas-ser-
vice.auth.username

Mmsa nonb3oBatens ansa Basic aytex-
Tnmrkaumu.

Ob6si3aTeneH nNpu BKIOYEHM aBTOpU3a-
uum.
Mpumep: user

dgf.complex-algo-
rithm.storage.cas-ser-
vice.auth.password

Maponk Ans ayteHTudmKaumu.

Ob6si3aTeneH nNpu BKIMOYEHM aBTOpPU3a-
uum.
Mpumep: pwd

dgf.complex-algo-
rithm.storage.cas-ser-
vice.auth.clientId

MpoeHTudmkaTop KnneHTa ans ayTeH-
TMdUKaLMN.

Ob6si3aTeneH nNpu BKIMOYEHM aBTOpPU3a-
uum.
Mpumep: dgf-standalone

dgf.complex-algo-
rithm.storage.cas-ser-
vice.auth.grantType

Twn rpaHTa.

Mo ymonunaHmio password
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MapameTp Yrto penaet ‘ MpumeyaHue
dgf.complex-algo-
rithm.storage.cas-ser-
vice.auth.connectTimeout-
Millis

TanmayT B MURnMCeKyHOax Ha noa-
KrMoYeHne K cepBucy ayTeHTudmKa- 1000
umu.

dgf.complex-algo-

rithm.storage.cas-ser- TammayT B MUIITTUCEKYHOAX Ha OXU-

vice.auth.readTimeoutMil— AaHve oTBeTa OT CepBuca ayTeHTU- 1000

1is dukaumm.

dgf.complex-algo- He obs3aTtenbHo, Npu He3aWwuLLEHHOM CO-
rithm.storage.cas-ser- HacTtponku TLS. €ANHEHUN U1 NCMNONb30BaHUN HACTPOEK
vice.auth.tls.* JRE.

dgf.complex-algo- BkntoyeHne KawmpoBaHnst Nnpu nony-

rithm.storage.cas-ser- YEeHMN Crncka Bcex AOCTYMHbIX anro- Mo ymonuaHuio: true
vice.cache.enabled pnTMOB 13 cepuca CAS

dgf.complex-algo-
rithm.storage.cas-ser-
vice.cache.all-ids-expire-
after-write

BpeMﬂ XN3HU CNCKa BCeX A0CTyn-
HbIX allrfOPUTMOB B K3LlE B d)opmaTe
java.time.Duration

Oa, npu BknoYeHUn kemposaHms. o
ymonuyanuto: PT1S

Konuuyectso anroputmos, Bo3spalla-
eMblIX B OJHOM 3anpoce npu nony4e-
HuM cnucka. Mo ymonyanuio: 500.

dgf.complex-algo- BAXHO: YBenuyeHne MoxeT notpe-
rithm.storage.cas-ser- 6oBaTb COOTBETCTBYIOLLErO yBenmye-  Het
vice.page-size HUA Bydepa Ana gecepuanusaumm

OoTBEeTa 4yepes HaCTpOf/’IKy
spring.codec.max-in-memory-
size

[na KOppekTUpOBKM 3HA4YeHUs spring.codec.max-in-memory-size MOXHO BOCMOSb30BaTbCA
dopmyrnon:
(pagesize = recordSizelnBytes) + pageResponseOverhead

, rae:
e recordSizelnBytes - pa3amep cepranM3oBaHHOro BMaa ogHon 3anvcu 06 anroputme = 1000
6anT (algorithmld makcumanbHOM AnWHBI Ha Knpunnuue, dopmaTtupoBaHue - pretty JSON)

e pageResponseOverhead - HaknagHble pacxoabl Ha MHopMaLmio o cTpaHuue = 200 6anT.
Hanpumep: dgf.complex-algorithm.storage.cas-service.page-size = 5000 cooTBeTCTBYET
spring.codec.max-in-memory-size = SMB.

Ceounctea TLS gna CAS Bupa dgf.complex-algorithm.storage.cas-service.tls.* onucaHbl 6e3
npedwukca B opmaTte *.tls.* (Tabnuua 10)

Ta6nuua 10. TunoBble HacTponku TLS

O6s3a-
MapameTp Yrto penaet TenbHO Mpumep
MpoBepaTb Nu cepeep-
*.tls.verifyHostName HbIl CEPTUCUKAT Ha CO- Her. true
OTBETCTBUE UMEHU XO-
cTta unu IP-agpeca
*.tls.keyStore.* HaCTpOMKMXpaHMuna Her.
NPUBaTHBIX KIOYEeNn.
*.tls.keyStore.storeType Tun KeyStore. HerT. SunPKCS11
. Pecypc, B koTopoM xpa-
*.tls.keyStore.storeFile ) . classpath:keystore/path
Y HuTcsa KeyStore. fa P Y p
Pecypc ¢ naponem gns
*.tls.keyStore.storePassword O0CTyNa K XpaHUmuLLy Oa. file:/keystore/password/path
KeyStore.
Pecypc c naponem ans
*.tls.keyStore.storePassword J0CTyna K XpaHunuiy Oa. file:/keystore/password/path
KeyStore.
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HacTtpolnku xpaHunuwa

*.tls.trustStore.* OO0BEPEHHbIX cepTudn- Her.
KaTOB.

*.tls.trustStore.storeType Twun TrustStore. Her. SunPKCS11

*.tls.trustStore.storePass- Pecypc ¢ naponem Ans .

word [O0CTyna K XpaHunuLy Oa. file:/keystore/password/path
KeyStore.

*.tls.trustStore.storePass- Pecypc ¢ naponem Ans .

word [OCTyna K XpaHunumLiy Oa. file:/keystore/password/path
KeyStore.

[ocTtynHa koHdurypauma gns 3anucu log-cannoB B ¢gopmarte json B popmaTe elastic. [Npun
BKITOYMEHMM norn ByayT nucaTtbesa B paln spring. log.

Ta6nuua 11. Hactporika 3anucu nor-cpannos B yaml.

Oo6bna3a-

MapameT YTto menaert Mpume
P P A TenbHO P P
Hert, no ymon-
HacTpoiikayposws - anvto: OFF -
logging.threshold.file P yp . nornpoBaHue INFO
NornpoBaHna B dain N
B dalin Bbl-
K/OYEHO

O6paTnTb BHUMAaHME:
e Y MpuUnoXeHus OOMmMkHbI ObITb MpaBa Ha AVPEKTOPUIO 3anncu NIOroB.

e KoHdurypauusi npoucxogmT UCKIIOMUTENBHO env-nepeMeHHbIMU.

Ta6nuua 12. KoHdurypaums noroB env-nepeMeHHbIMM.

NapameT Yro penaet Obnsa- Mpume
P P TenbHO P P
LOG_TEMP MyTb 4O AMpeKTOpPUM HeT /app/log
- noroe
MyTb 0O ANpPeKTopUn
LOG_PATH norog. MpropuTeTHee Het /app/log
LOG TEMP
MonHbI NyTh A0 log-
c¢panna c HazBaHUeM. /app/log/elk-for-
LOG FILE
- MpuoputeTHee Het matted.log
LOG PATH
MaTTepH Ha3BaHuUA /app/log/ar-
LOGBACK_ROLLINGPOLICY FILE NAME PATTERN dhaiina ansa ponnosep- HeTt chive/old-
cbaﬁnos log.%i.gz
Ounwate nu norv Npu
LOGBACK_ROLLINGPOLICY CLEAN HISTORY ON START pecTapTe. I'Io-ymonqa- HeT true
Huto false
MakcumanbHbI pas-
LOGBACK_ROLLINGPOLICY MAX FILE SIZE mep dpaina nora. lMo- Het 100MB
ymon4yaxuo 10MB
MakcumanbHbIv pas-
LOGBACK ROLLINGPOLICY TOTAL SIZE CAP Mep anMHOB f10ro8. HeT 200MB
- - - - [No-ymon4yaHuio He
orpaHuyeH: 0
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MakcumanbsHoe Konu-
4YeCTBO MCTOPUYECKNX
dannos noros.. o-
ynosn4yaHuio 7

LOGBACK_ROLLINGPOLICY MAX HISTORY Het 10

4.2.3.1 KoHcurypauma xpaHmnuiia oTrnoxeHHbIx onepauun CUI

HekoTopble anropuTMbl 3amnyckatoT OTNOXEHHYIO OnepaLmio, XpaHs COCTOSIHUE 4111 BOCCTaHOBe-
HUS B XPaHWUIWLLE OTNOXEHHOTO COCTOSIHUS.

anIJ'IO)KeHI/le nogaepXxmBaet HEeCKOJ1bKO peanvl3au,|/||7| XpaHunmwa oTNoXEeHHOro COCToOAHUA:

e in-memory XxpaHunuLLe OTIIOXEHHbIX onepauunn (execution-data-store-in-mem) — xpaHuT
KOHTEKCT UCMNOSHEHMS B NAMATU NPUMOXEHUS

e redis xpaHunuwie OTNOXeHHbIX onepauumn (execution-data-store-redis) — XxpaHUT KOHTEKCT
NCNONHEHMS BO BHeLLHeM redis xpaHunuiuie

OAHOBpeMeHHO MOXeT ObITb BKNHOYEHO TONLKO OAHO XpaHunuiie.

[ns koppekTHOW paboTbl redis-xpaHnnuiua - Bepcus redis gomkHa ObiTb He Huke 6.2.3

Ta6nuua 13. HacTporku xpaHunuila oOTNOXXeHHbIX COCTOAHUN

3HauveHue no

MapameTp Yto menaert Ob6s3aTensHO
MOJTYaHUKO
engine.data-store.mem.enabled BkmtodeHye in-memory xpanu- HeT false
nuwa
engine.data-store.redis.ena- .
J BkntoveHue redis-xpaHunuwia Het false

bled

KoHdpurypauus redis-coeanHeHus
no yMON4aHuo

YcnoBHO -

spring.data.redis.*

4.2.3.2 KoHdourypauus http-moaynsa CUI

Monyie anroputMoB CUII, koTopsIii ipeaocTaBiseT o0mme Mexanu3Mbl B3aumoecteust HTTP,
B YAaCTHOCTH HAaCTPOWKY KJIMEeHTOB http. Huxke npuBoauTCS CMCOK KOH(DUTYpAITMOHHBIX TapaMeT-
pOB.

Ta6nuua 14 KoHdurypauums http-monyna CUMN

KoHdurypaumoHHbIi napameTp OnucaHue

engine.algo.http- TalimMayT Ha MOJKIIIOUEHNE K BHEITHEMY CEPBUCY B MIJIIMCEKYHAaX. Byxet uc-
request.connect-timeout-millis | monp3osan, ecnu B KoHpurypauuu HttpRequest He ykasan client.
engine.algo.http-request.read- TalimayT oXH1aHusl OTBETa OT BHEUIHETO CepBHca B MIJUIMCEKyHAax. byner uc-
timeout-millis OJIb30BaH, eciii B KoHdurypanuu HttpRequest He ykasaH client.

Hacrpotiiku TLS. ByayTt ucnons3oBansl, eciu B KoHpurypaunu HttpRequest He

engine.algo.http-request.tls.* .
yKasaH client.

engine.algo.http-
request.tls.key-store.store-
type

engine.algo.http-
request.tls.key-store.store-
file

engine.algo.http-
request.tls.key-store.store-

Tumn xpaHuuia IpUBaTHBIX KITI0YeH it ayTeHTHUKauy Ha cepBepe o D1IT
(PKCS12, JKS, ...)

Pecypc, 3 koToporo 3arpyxaercst xpanunuie (¢aiin ¢ pacmupenuem .pl2, jks,

Pecypc, B KOTOpPOM 3amucaH maposb LIt JOCTYNa K XPaHHINILY (TeKCTOBBIH
¢aiin B konuposke UTF-8 ¢ maponem B epBoit cTpoke)

password

engine.algo.http- Pecypc, B KOTOpOM 3amucaH napoJib JUls OCTyIa K KI04y (TEKCTOBBIH (aiis B
request.tls.key-store.key- xoxupoBke UTF-8 ¢ maposem B nepBoii ctpoke). Ecnu He 3a1aH, ucnons3yercs
password KITFOY OT XpaHUIIUIIA
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engine.algo.
request.tls.
type

http-
trust-store.store-

Tumn xpanunuma ¢ cepTuduxkaToM cepsepa (IyOanuHbIi KiI04 + HHPOPMALHUS O
BlIaJeNIbIIe) 11 ay TCHTH(UKALMK CepBepa U yCTAaHOBKHU 3alHIIEHHOTO KaHaa
(HTTPS/TLS)

engine.algo.
request.tls.
file

http-
trust-store.store-

Pecypc, 13 koToporo 3arpyxaercs cepTudukar/uenodka cepTudukaTon (paiin ¢
pacmupenuem .pl2, .jks, ...)

engine.algo.
request.tls.
password

http-
trust-store.store-

Pecypc, B KOTOPOM 3alucaH Maposb I JOCTyNa K XPaHHIUILY (TeKCTOBBIH
¢aiin B konuposke UTF-8 ¢ maponeM B mepBoit cTpoke)

engine.algo.http-
request.tls.verify-host-name

IIpoBepsTh U cepBepHBI cepTH(UKAT HA COOTBETCTBUE UMEHH XOcTa Min [P-
azpeca

engine.algo.http-
request.caching.*

Konguryparms xaia.

engine.algo.http-
request.caching.caffeine-
managers [CM]

CM=0, 1... Kondpurypanus MEHEeKEPOB K3IIIa.

engine.algo.http-
request.caching.caffeine-
managers [CM] .name

Wwms, ¢ koTopbIM OyZIeT 3aperucTpupoBaH OMH
org.springframework.cache.caffeine.CaffeineCacheManage

r B Spring-KOHTEKCTE U IO KOTOPOMY K HEMY MOYKHO OOpaTUTHCA B IapaMeTpe
engine.algo.http-request.caching.wrappers [ W] .cache-
manager. He MoxeT OBITB ITyCTBIM.

engine.algo.http-
request.caching.caffeine-
managers [CM] .maximum-size

MakcuMaJIbHOE KOJIMYECTBO 3aIPOCOB, KOTOPBIE MOTYT OBITh 3aK3IIMPOBAHBI (>=
0)

engine.algo.http-
request.caching.caffeine-
managers [CM] .expire-after-
write

Bpewms xu3Hu 3anucu B kame. [Ipumep: PT1S. JI0IKHO OBITH MOJIOKHUTEIEHBIM.

engine.algo.http-
request.caching.caffeine-
managers [CM] .use-weak-
references

Vcnonib30BaTh JIM /IS 3HAYCHHMS B KOIIE CIa0bIe CCHIIKH.

[o ymomuanmro false.

true mpuMeHsiercs 01151 00pHOBI ¢ yTeuKoH mamsITH. Brirtodaiite npy pucke yre-
YeK IaMsITH, €CJIH JaHHbIe MaJCHbKHE U TIPeCKa3yeMble, MOKHO HE TIPUMEHSITh.

engine.algo.http-
request.caching.wrappers [W]

W=0, 1... Korndurypamus K3mupyomumx 00epTok. JJ00aBIsIoT KIIMIMPOBAHUE 3a-
IIPOCOB.

engine.algo.http-
request.caching.wrappers[W] .na
me

Wwmst, ¢ koTOpBIM OYyZeT 3aperucTpupoBaH OMH K3MMpyoneld o0epTku B Spring-
KOHTEKCTE U 10 KOTOPOMY K HEMY MOKHO OOPaTHThLCS B TIapaMeTpe
engine.algo.http-request.clients[CL] .wrappers—

refs [WR]. He MmoxeT OBITH ITYCTBIM.

engine.algo.http-
request.caching.wrappers[W].ca
che-manager

Wnentudukatop 6mHa org.springframework.cache.CacheManager.
Ecnu He 3anaH, Oyner ucnons3oBaH primary 6uH noaxosiero tuna. Ecin 60-

nee 1-ro xaHauaaTa, OyaeT BHIOPOLIEHO CTaHAAPTHOE UCKIIIOUCHHE
NoUniqueBeanDefinitionException

engine.algo.http-
request.caching.wrappers[W].ca
che-name

Wms xamia. He MOXeT OBITh MyCTBIM.

engine.algo.http-
request.clients[CL]

CL=0, 1... Koudurypamus knmuenToB. Onpenensior crennpuiecKyo HaCTpOHKy
quist kireHToB: base URL, ¢uiabTpsl 3ampoca, mapameTphl COSTHHEHNSL.

engine.algo.http-

Wms, ¢ koTopeIM OyIeT 3aperucTpHpOBaH OMH KIMEHTA B SPring-KOHTEKCTE U 10

store.store-file

request.clients[CL] .name KOTOPY K HEMY MOKHO OOpaTHTBCS U3 anropuT™Ma. He MOKeT OBITh IyCTHIM.

engine.algo.http- Bazossrit URL. [IyTs 3ampoca, mubo gacTs myTH 3anpoca. byner ucrnons3oaH,

request.clients[CL] .base-url ecin B KoHGurypanuu HttpRequest ykasan client.

engine.algo.http- .

request.clients[CL] .connect- TaliMayT Ha MOJKIIIOUEHNE K BHEITHEMY CEPBHUCY B MHJUIICEKYH/IAX. Byner uc-

timeout-millis TI0JTE30BaH, ecin B koHurypanuu HttpRequest yxazan client.

engine.algo.http- .

request.clients [CL] .read- TaitmayT okuaHust OTBETA OT BHEIIHETO CEPBHCA B MHLTHCEKYHIIAX. byner uc-

timeout-millis HOJIb30BaH, eci B koHurypauuu HttpRequest yka3zan client.

engine.algo.http- Hacrpoiiku TLS. BynyT ucnone3oBansl, eciu B koHurypanuu HttpRequest

request.clients[CL] .tls.* yka3aH client.

engine.algo.http- M

request.clients[CL].tls.key- Tun XpaHWwIHILA IPUBATHBIX KIIOUeH Juis ayTeHTH(UKanuu Ha cepsepe no DLITT
(PKCS12, JKS, ...)

store.store-type

engine.algo.http- . .

request.clients[CL].t1s.key- Pecypc, 3 koTOporo 3arpyxaercs xpanwuiie (haiin ¢ pacmmpenueM .pl12, jks,

)
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engine.algo.http-

Pecypc, B KoTOpoM 3ammcaH napoJb Ul JOCTYIa K XPaHWIHILY (TEKCTOBBIN

store.key-password

request.clients[CL].tls.key- (baiin B koposike UTF-8 ¢ maposieM B 1epBoii cTpoKe)
store.store-password AT B KOJMPOBKE ¢ rapose CPBOH CTPOKE
engine.algo.http- Pecypc, B KOTOpoM 3ammucaH napoJib U JOCTyNa K K04y (TEKCTOBBIH (aiis B
request.clients[CL].tls.key- xomupoBke UTF-8 ¢ maponem B nepBoii crpoke). Ecin He 3amaH, ucnone3yercs

KIIFOY OT XpaHUJIMIIa

engine.algo.http-
request.clients[CL].tls.trust-
store.store-type

Tumn xpanunuma ¢ cepTuduKaToM cepsepa (MyOIMUHBII KiTI0Y + HHPOPMALHUS O
BlIaJIeNbIIe) U ay TCHTH(UKALMK CepBepa U yCTAaHOBKHU 3alUIIEHHOTO KaHaa
(HTTPS/TLS)

engine.algo.http-
request.clients[CL] .tls.trust-
store.store-file

Pecypc, 13 koToporo 3arpyxaercs cepTudukar/uenodka cepTudukaTon (paiin ¢
pactupenuem .pl2, jks, ...)

engine.algo.http-
request.clients[CL].tls.trust-
store.store-password

Pecypc, B KOTOpoM 3amucaH napoiib Ui AOCTYyTa K XPaHIIHILY (TeKCTOBBII
¢aiin B komuposke UTF-8 ¢ maponem B mepBoii cTpoke)

engine.algo.http-
request.clients[CL] .tls.verify
-host-name

[IpoBepsATh M1 cepBEpPHBIIT CEpTUPHKAT Ha COOTBETCTBIEC UMEHHU X0cTa WiH [P-
azpeca

engine.algo.http-
request.clients[CL] .wrappers-
refs [WR]

WR=0, 1... uneHTH(PHUKATOPH OMHOB-00EPTOK, BBI3BIBAEMBIX IIPU OTIIPABKE 3a-
npoca. Hanpumep, MOXHO HCHOJIB30BATh JUISl KALIMPOBAHHUS.

engine.algo.http-
request.clients[CL].filters-
refs [FR]

FR=0, 1... uneHTHPUKATOPHI OUHOB-(PHIBTPOB, BHI3BIBAEMBIX IIPH OTIIPABKE 3a-
npoca. Hanpumep, MOXHO UCHOJIB30BATh JUIS Ay TCHTH()HKALIUH.

engine.algo.http-
request.async.*

CBoiicTBa aCHHXPOHHOTO BBHINOJIHEHHA anroputma HttpRequest.

engine.algo.http-
request.async.enabled

®rar BKJIIOUYEHUS] aCHHXPOHHOTO BhINoaHEeHUs anroputma HttpRequest. Ilo-
ymoidaHuio false.

engine.algo.http-
request.async.parallelism

MaxkcuMalIbHOE KOJIMYECTBO OJJHOBPEMEHHO BBITIOJIHSIONIMXCS ACHHXPOHHBIX 3a-
mpocoB HttpRequest. JIoKHO OBITH 3aMOTHEHO, €CIM ACHHXPOHHOE BHITOJHEHUE
BKJTIFOUCHO. JIOMDKHO OBITH MOJIOKHUTENBHBIM (>0).

engine.algo.http-
request.async.queue-size

MakcHMAaIbHBIN pa3Mep O4epean 0JKHIAIOIINX BBIMOIHEHNST aCHHXPOHHBIX 3a-
mpocoB. [Ipy JOCTHKEHIH JIMMHTA - 3a[IPOCHI OYAyT COBEPIIATLCS B CHHXPOH-
HOM pexuMe. JIoMKHO OBITh 3aMOJTHEHO, €CJIH ACHHXPOHHOE BBIMTOJHEHHE BKITFO-
4yeHo. JIOJKHO OBITh He OTpHULATEIBHBIM (>=0).

NucTtunr 3 MNMpumep kKoHdurypauum knueHToB http

engine:
algo:

caching:

clients:
- name:

— name:

async:

http-request:
connect-timeout-millis:
read-timeout-millis:

caffeine-managers:
- name: caffeineCacheManagerHttpRequest
maximum-size:
expire-after-write:
use-weak-references:
wrappers:
- name: cachingWrapperforTestl
cache-manager:

cache-name:

testClient
base-url:
connect-timeout-millis:
read-timeout-millis:
wrappers-refs:

- cachingWrapperForTestl
filters-refs:

- basicAuthFilter
testClient2
base-url:
connect-timeout-millis:
read-timeout-millis:
wrappers-refs:

- redisCachingWrapper
filters-refs:

- oauth2AuthFilter

3000
3000

1000
PT10M
false

caffeineCacheManagerHttpRequest
cache-for-graphgl

'http://localhost:8080/"'
2000
3000

'http://localhost:8081"
4000
6000
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# AnropurM HttpRequest KoHOUI'YPMPYyEeTCs B aCHMHXPOHHOM pPEXuMe

enabled: true

# MaxcuMaJIbHOE KOJIMYECTBO OIHOBPEMEHHO BEINIOJHSIEMEX aCHMHXPOH-
HEIX 3allpoCOB

parallelism: 50

# PasMep ouepeny aCHMHXPOHHEIX 3alpoCOB

# ecim omHOBpeMeHHO npunetr Oosyblle ueM parallelismtqueueSize
- OHM OyHOyT BHIIOJHATBCA CHMHXPOHHO

queueSize: 250

4.2.3.3 KoHdourypauus graphQL-moayns CUM

GraphQL-moaynb npegoctaBnsieT 6a30Bbi anroputMm ans BbinonHeHms GraphQL-3anpocos u
HTTP-knneHT onsa obpalleHuns Kk BHewHemy GraphQL-aHanovHTy. HacTpovikn Mmogynsa cocpenoTo-
YeHbl Nog NPedUKCOM graphgl.client.* U NPUMEHSIOTCA rnobanbHO Ans Bcero moayns (To ectb
koHgurypupyeTtcsa oanH GraphQL-endpoint Ha ak3eMnnsip NPUNoXeHus).

Mpu HeobxogmMmocTn obpalleHus K HeckornbkuMm GraphQL-cepBucam B pamkax 0gHOro 3K3eM-
nnspa NnpunoxeHus pekomeHayetcsa ncnonssosatbe HT TP-mogyne (HitpRequest)

HacTponkn BMaa engine.algo.jdbc.* COOEPXKUT CNNCOK KNMeHTOB jdbc, Ana ncnonb3oBaHus B
anroputme jdbc.

Ta6nuua 15. Hactporiku knueHToB jdbc.

3HauveHue no
MapameTp Yto genaer O6s3aTenbHO MORYAHMIO

BkntoueHue/oTknoyeHune graphgl

Het true
KnueHTa

graphgl.client.enabled

XOCT, Ha KOTOPOM Haxo4uTCA

graphgql.client.url graphgl cepsuc

Oa null

TanmayT B MuUnnmcekyHaax Ha nog-
kntoveHwue k graphgl-cepsucy(>0).
3HayeHVe No-yMOMYaHuio 3aBUCUT
OT Bepcuu reactor.netty

graphgql.client.connectTimeoutMillis Het 30000

TarimayT B MUNNMCEKYHAAX Ha OXu-
OaHve oTBeTa ot graphql-cep-
Buca(>0). 3HayeHne no-ymonyaHuio
3aBUCUT OT Bepcuu reactor.netty

graphgl.client.readTimeoutMillis Het 30000

Tun XpaHunuLia NpuBaTHLIX KIToYen
graphgl.client.tls.key-store.store-type Ans ayTeHTudmKaumMmn Ha cepeepe Het
no 3UM (PKCS12, JKS, ...)

Pecypc, 13 KOTOPOro 3arpyxaeTcs

graphgql.client.tls.key-store.store-file XpaHunuie (dain c paclumpeHmem Het

.p12, jks, ...)

Pecypc, B kOTOpOM 3anucaH naponb
graphgql.client.tls.key-store.store-pass- AN AOCTyna K XpaHunuwy (TeKCTo- Het
word BbIii (halin c naponem B NepBON

CTpOKe)

Pecypc, B kOTOpOM 3anuncaH naporb
Ans JocTyna K KoYy (TeKCTOBbIV
dain ¢ naponem B NEPBON CTPOKeE). Het
Ecnu He 3apaH, ucnonbayeTtcs KoY
OT XpaHunuia

graphgl.client.tls.key-store.key-pass-
word

Tun xpaHunuiia ¢ ceptTugmkaTom
cepBepa (MyGnunyHbIN Koy + UH-
dopmauusi o BnagenbLe) Ans

graphgl.client.tls.trust-store.store-type Het
ayTeHTUdUKaLum cepsepa u ycra-
HOBKM 3alLUMLLEHHOrO KaHana
(HTTPS/TLS)
Pecypc, 13 koToporo 3arpyxaetcs
graphgl.client.tls.trust-store.store-file ceptudmkat/uenoyka ceptucpmkatos | Het

(dann c pacwmpenvem .p12, .jks, ...)
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graphgl.client.tls.trust-store.store-pass-
word

Pecypc, B kOTOpOM 3anuncaH naporb
Ana gocTyna K XpaHunuuy (TekcTo-
BbIii (halin c naponem B NepBon
CTpOKe)

Het

graphgql.client.tls.verify-host-name

MpoBepsaTb N cepBepHbI cepTudm-
KaT Ha COOTBETCTBUE UMEHM XOCTa
unu IP-agpeca

Het

graphgl.client.cache.enabled

BkntoyeHne/oTkNoYeHME K3LLIMPOBa-
HWsa oTBeTa OT graphgl cepsuca

Het

false

graphgl.client.cache.maximumSize

MakcumanbHbI pasmep XpaHeHus B
ncnonb3yemon peanusaumu. 3Hade-
HWe No-ymMon4aHuio noapasymesaeT
4YTO pa3Mep K3lla He orpaHunyeH

Het

graphgl.client.cache.expireAfterWrite

Bpems xun3Hu 3anucu B kawe. Name-
pseTcs B cekyHaax. 3HayeHue no-
yMOnyaHuo nogpasymeBaeT 4To
BPEMS XXU3HWU HE OrpaHN4eHo

Het

graphgl.client.cache.useWeakReference

VMcnonb3oBaHue weakReference B
Kalle

Het

false

graphgql.client.oauth.basic.enabled

BkritoveHve/oTknoYeHne nonyyeHuns
TOKEHa ayTeHTMdUKaL N B cepBrce
ayTeHTUdmnKauun. 3Tta rpynna npuo-
puteTHee npu bopMUPOBaHNMN KIN-
eHTa, YeM rnobanbHasa oauth.basic.*.
Ecnu 3HauyeHue false Bce ocTanb-
Hble NapamMeTpbl He UMeKT 3Ha4e-
HUS

Het

false

graphgl.client.oauth.basic.username

Mms nonb3oBaTtens ansa Basic
ayTeHTudmnkauum

Oa

null

graphaql.client.oauth.basic.password

Maponb ansa Basic ayteHTudmkaumm

Oa

null

graphgl.client.oauth.basic.url

XoCT, Ha KOTOPOM HaxOAUTCS CepBUC
ayTeHTudmnkauum

Oa

null

graphgql.client.oauth.basic.con-
nectTimeoutMillis

TanmayT B MUnnMceKkyHaax Ha nog-
KMOYeHne K cepBucy ayTeHTudumka-
unn(>0). 3HavyeHne No-ymonyaHuo

3aBUCUT OT Bepcuu reactor.netty

Het

30000

graphgql.client.oauth.basic.readTimeout-
Millis

TarimayT B MUNNMCEKYHAAX Ha OXu-
AaHue oTBeTa OT cepBuca ayTeHTu-
¢ukaumm(>0). 3HayeHne no-ymonya-
HWIO 3aBUCUT OT Bepcuu reactor.netty

Het

30000

graphgl.client.oauth.basic.tls.key-
store.store-type

Tun XpaHunuLia NpuBaTHbIX KIToYen
Ans ayTeHTudmKaummn Ha cepBepe
no AUIM (PKCS12, JKS, ...)

Het

graphgl.client.oauth.basic.tls.key-
store.store-file

Pecypc, 13 koToporo 3arpyxaetcs
XpaHunuile (cpann ¢ paclumpeHmem
.p12, .jks, ...)

Het

graphgl.client.oauth.basic.tls.key-
store.store-password

Pecypc, B kOTOpOM 3anucaH naponb
ONs JoCTyna K XpaHunuiy (TekcTo-
BbIi hann ¢ naponem B NepPBOW
CTpOKe)

Het

graphgl.client.oauth.basic.tls.key-
store.key-password

Pecypc, B KOTOpOM 3anucaH naporb
AN OOCTyna K KoYy (TeKCToBbIN
c¢ann c naponem B NepBON CTPOKE).
Ecnu He 3agaH, ucnonb3yeTcst KoY
OT XpaHunuwia

Het

graphgl.client.oauth.basic.tls.trust-
store.store-type

Tun xpaHunuiua ¢ ceptTudurkaTom
cepsepa (NyGnnYHbINA KNy + WH-
dopmauus o BnagensLe) ans
ayTeHTUdUKaLuum cepsepa u ycra-
HOBKM 3alUMLLEHHOro kaHana
(HTTPS/TLS)

Het

graphgl.client.oauth.basic.tls.trust-
store.store-file

Pecypc, 13 koToporo 3arpyxaetcs
cepTudmkat/uenoyka ceptudmrkaTon
(cpann ¢ pacwwupenvnem .p12, .jks, ...)

Het
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Pecypc, B KOTOPOM 3anvcaH naporsib

graphgl.client.oauth.basic.tls.trust- ONs JOCTyna K XpaHunuiy (TekcTo- Het
store.store-password BbIii (halin c naponem B NepBon

CTpOKe)
graphgql.client.oauth.basic.tls.verify-host- MpoBepsTb N CepaepHblt cepTycu-

KaT Ha COOTBETCTBUE UMEHM XOCTa Het

name
unu IP-agpeca

"nmoGanbHble cBOWCTBa aBTOpU3a-
oauth.basic.” uun. ByayT npomrHopupoBaHb! Npu Het false
Hannuuu graphql.client.oauth.”

Mpumep KoHUrypaumm ansa sasegeHns graphql knneHTa B IMCTUHIE HUXKE.

JlnctuHr 4 NMpumep KoHduUrypauum knueHToB jdbc
# T'sioBasibHEIE CBOMCTBA aBTOpMz3aummu. OHM OyIOyT MCIOJbL30BaHH NPM OTCYTCTBUU
‘graphgl.client.oauth.basic"”
oauth:
basic: &global-auth
enabled: true
url: http://172.24.26.67/0auth2/token?grant type=client credentials
username: global-username
password: passSSSSSSSSSSSsS

graphqgl:
client:
enabled: true
url: https://k8s.supercode.ru:3600/phd/ft-phd-graphgl-router/graphgl
connect-timeout-millis: 100
read-timeout-millis: 1000
cache:
enabled: true
maximumSize: 128
expireAfterWrite: 2048
useWeakReference: true
oauth:
# OTu cBolicTBa npuopureTHee graphgl.client.oauth.basic®
basic:
<<: *global-auth
enabled: true
username: graph-username
password: graph-pass

4.2.3.4 KoHdpurypaums jdbc-moaynsa CUM

Mogaynb anroputmoB DQF-engine, npegoctaBnstowmin obuime MexaHm3mMbl B3aMMOLENCTBUSA
JDBC. [JpanBepa He sBnsaTCA YacTbio 6G1bnunotekn n AomkHbl 6biTe 406aBNEHbI OTAENBHO (CM.
nNpMeHeHue).

Mpw BbINONHEHMM NPOBEPOK NpeayCcMoTpeHa opraHmnsaumns jdbc-KnMeHToB, 3TO ABNSETCA Nyyllen
NpaKkTUKOM Mcnonb3onb3oBaHua jdbc B DQF, T. K. coegMHeHna HacTpamBaloTCs nynamu U He Tpe-
OyeTcs nepefaya KpeaoB B TEKCTE anropuTMOB.

HacTponkn BMaa engine.algo.jdbc.* COOEPXKUT CNNCOK KNMEHTOB jdbc, Ana ncnonb3oBaHus B
anroputme jdbc.

Ta6nuua 16. HacTtporiku knueHToB jdbc.

3HaueHue no
yMon4aHuio

MapameTp Yrto penaet ‘ O6nA3aTenbHO

CoOepXnT CNUCOK KIMEHTOB ANs

. Het
nogkntoyeHus no jdbc

engine.algo.jdbc.clients.*

engine.algo.jdbc.cli-

ents[i].name YHUKanbHOE UMSA KIMeHTa YcnosHo.[la

Mpeduke ans nogpasgerna co cTaH-
OapTHBIMW HacTponkamu nyna co- Oa
epuHeHun Hikari CP.

engine.algo.jdbc.cli-
ents[i].hikari.*
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engine.algo.jdbc.cli-

Ctpoka nogkntoveHunss JDBC k 6aze

ents[i].hikari.password

bukaumm B B.

ents[i].hikari.jdbcUrl naHHbIX. OnpegensieT Tun CYB[, Oa
XOCT, MOPT 1 UMs Gasbl.

engine.algo.jdbc.cli- Mmsa nonbsosaTtensa Ana ayteHTudm- Na

ents[i] .hikari.username kauuu B B[.

engine.algo.jdbc.cli- [Mapornb nonb3oBartensa Ang ayTeHTu- Na

Mpumep KoHUrypaumm ansa sasegeHna jdbc KMMeHTOB B NIMCTUHIE HUXKE.
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JNucTtunr 5 MNMpumep kKoHdurypaumm knmeHtos jdbe

# Kounomrypaums crenzma demo

maximumPoolSize: 4
minimumIdle: O
connectionTimeout:
idleTimeout:
maxLifetime:
- name:
hikari:
jdbcUrl: jdbc:mysgl://127.0.0.1:3307/jdbc-examples
username:
password:
maximumPoolSize: 2
minimumIdle: O
connectionTimeout:
idleTimeout:
maxLifetime:
- name:
hikari:
jdbcUrl:
username:
password:
maximumPoolSize: 2
minimumIdle: 0

10000
30000

60000
demo-mysqgl

user
user-pass

10000
30000

60000
demo-oracle

test
admin

connectionTimeout: 10000
idleTimeout: 30000
maxLifetime: 60000

engine:
algo:
jdbc:
clients:
- name: demo-postgres
hikari:
jdbcUrl: jdbc:postgresqgl://127.0.0.1:5432/jdbc-examples
username: admin
password: admin

jdbc:oracle:thin:@//127.0.0.1:1521/FREEPDB1

4.2.4 KoHcurypaumoHHble napameTpbl cepBuca katanora npasun (CKI)

O6wume napameTpbl «Katanora» — CKI1 (pasgen 4.2.1) TpebytoT HacTporikn npoduns, oyepe-
Ael, oTnpaBku cobbITUA, Ga3sbl AaHHbIX, MPU HEOOXOAMMOCTM aBTOpU3aUMKN KIIMEHTA, ayauTa, Tak
Xe MOXET nosy4vaTb napaMeTpbl OT cepBepa KoHdurypaumii. [lanee npMBoAasTCa napameTpbl cne-

umdurdHble ans CKIl.

Cepsuc moxeT nHTerpmpoBatbcs ¢ Arenadata Catalog ans ynpasneHus npasunamm nu3 nHTep-

denca ADC.
Tabnuua 17. UHTerpaumns c ADC.
O6s3a-
MapameTp Yrto penaet 3HavyeHue No ymon4aHuio
TeNnbHO
dgf.integration.adc.enabled XB?;BanquMﬂMHTmpauMMC Het false
. . [a, ecnn nn-
dgf.integration.adc.http- . !
client .url Basosbii URL ADC Terpauus -
BKIIOYEHA
dgf.integration.adc.http-
. . 3apaHo B
client.connect-timeout- Bpems oxvaaHusa coegmHeHus Het .
T ReactorClientHttpConnector
millis
dgf.integration.adc.http- Bpewms oxumpaHus oTBeTa Ha 3a- Het 3agaHo B
client.read-timeout-millis | npoc ReactorClientHttpConnector
MakcrmanbHO AonyCTUMbIN pasmep
Tena 3anpoca B barnTax ansa onepa-
dgf.algorithm.max-request- uun gobaeneHus anroputma. Ecnu Het 2MB

size.add

3anpoc npeBkILLIAeT 3TOT pasmep,
06paboTka npekpalyaeTcs ¢ oLwmnb-
Kowm 422.
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O6s3a-

Yto penaet
TenbHO

MapameTp

3HayeHue no ymonyaHuio

MakcumanbHO JoMyCTUMBIN pa3mep
Tena 3anpoca B 6anTax ans onepa-
unn obHoBNEHUst anroputma. Ecnimn
3anpoc NpeBbILLAET 3TOT pa3mep,
obpaboTka npekpalaeTcsi ¢ oWwmnob-
Kom 422.

dgf.algorithm.max-request-

: 2MB
size.update Het

4.2.5 KoHdurypaumoHHble NnapamMeTpbl cepBuca nnaHupoBaHusa 3agay (CM3)

O6wwe napameTpbl «IMnaHnposwmka» ClM3 (pasgen 4.2.1) TpebyoT HAaCcTpoKrku npodunsi, ove-
penen, otTnpaeku cobbITUin, 6a3bl AaHHbIX, MTPU HEOO6XOANMOCTM aBTOPU3aLNN TEXHUYECKON YHETHOMN
3anucn (TY3), aBTopM3aumn KnveHTa, ayauTa, Tak Xe MOXET nofyyaTb napameTpbl OT cepBepa
KoHGurypauun. [lanee npuBoasaTcs napameTpbl cneunduyHble ansa Cri3.

Tabnuua 18. O6wme KOHUrypaLmoHHbie napameTpbl cneunduryHbie ana Cr3.

O6s3a-
TernbHO

MapameTp OnucaHue 3HauyeHue no yMon4aHuro

3apgencTeoBaTb
MeXaHWU3M Ka-

spring.cache.caffeine.spec | WKMpOBaHUA ongda
rpynn npaeun
no ngeHTnduka-
TOPY 1 BEPCUU.
MakcrmanbHo
AonycTUMbIN
pasmep Tena

dgf.task.upload.max-re- sanpoca B Gait-
Tax. Ecnm 3a-

. HeTt 2MB
quest-size npoc npesBbI- ©

LaeT 3TOT pas-
mep, obpaboTka
npekpatyaeTcs

¢ owmnbkon 422.

HeT expireAfterWrite=PT2H, maximumSize=100

Cepsuc nHterpupyetcs ¢ Arenadata Catalog ons CMHXpoHU3aumMm NPOBEPOK M pe3ynbTaTos. A
MMEHHO MOXeT 3anyckaTb NpoBepkn n3 nitepdenca ADC.

Ta6nuua 19. UHTerpauus ¢ ADC.

0O6sa3a-
MapameTp Yr1o penaet 3Ha4yeHue no ymonyaHuio
TenbHO
dnar Bko4eHus
dgf.integration.adc.enabled WHTerpauum c Het false
ADC
dgf.integration.adc.http- Basosbiit URL Aa, ecr nk-
client.url ADC TerpaLl,Vlﬂ )
BKITHOYEHA
dgf.integration.adc.http- Bpemsa oxunaanns Het 3agaHo B
client.connect-timeout-millis CcoeaVHeHNst ReactorClientHttpConnector
dgf.integration.adc.http- Bpems oxuaaHus Het 3agaHo B
client.read-timeout-millis OTBETA Ha 3anpoc ReactorClientHttpConnector

CIN3 nHTterpupyetcs ¢ katanorom npasun (CKIM) npy nomoLum napameTpoB, ONMUCAHHBIX HUXKE.

MapameTp

dgf.planner.cas-service.url

OnucaHune

Ta6nuua 20. KoHdurypaumoHHble napaMeTpbl MHTErpaumMm ¢ KaTaroromM npasun.

URL KaTtanora lNpoBepok Anst nonyyeHunsi

nHdopmMaumm o ['pynne anroputmMoB

O6s3a-
TernbHOo

3Ha4eHue no
yMon4yaHuio
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Cepsuc ocyuiectenseT otrnpasky coobweHun B CUMN. CoobeHnsa otnpaenstoTca nadkamm. Pe-
LWeHne o6 oTnpaBke 04epeaHON Naykm COOBLLEHMIN MPUHUMAETCS Ha OCHOBE OMpoca oYepeau.

Ta6nuua 21. KoHdurypaumoHHble napameTpbl UHTerpauum ¢ CUM

O6sa3a- 3HauveHue no
MapameTp OnucaHue
TenbHO MOJT4aHUI

BkntoueHne nHterpauum ¢ DQF ES. 3HauyeHue
dgf.planner.engine.enabled false oTkntouyaet Bce ocTanbHble KOHGUrypa- Het true

LUU UHTErpaumm.
dqf.planner.engine.queue Ouepepb/Tonuk yteHus DQF ES. B Hee 6yoet Ma

OCYLLECTBNSATLCSA OTrNpaBka COObLLEHNN.
dgf.planner.engine.buffer-size Pa3wep §ycbepa COOBLUEHNA, OTNPaABNAEMbIX B Het 10000

DQF Engine.

WHTepsan onpoca ovepeau(tonuka) DQF ES B
dgf.planner.engine.lag-poll-rate-ms MMnAMCeKyHAaX. ONpeaensieT Yactoty onpoca Het 100

o4epeau (M nonbiTke OTNPaBUTb CrieayoLyo

nayky coobLieHUN).

3agepkka Mexay nosiBrieHnem coobLueHunst ans
dgf.planner.engine.message-send- OTNpaBky 1 OTNPABKON COOOLLEHNSI B 0Yepeab.

. Het PT30S

delay Duration, He oTpuuaTtensHoe. [JomkHO ObITb

6onbLue spring.transaction.default-timeout.
dgf.planner.ongoing-task-cancella- Paamep cTpaHuubl 4ns nonyvyeHnst NPOCPOYEHHbIX Het 500
tion.page-size 3agady. MonoxuTensHoe Yncro.

WHTepBan onpoca b1 B munnucekyHgax. Onpege-
daf planner.ongoing-task-cancella- i‘lﬂeT yacToty or'l.poca B c uenbto onpeneneHns
. . npocpoyeHHbiX" 3agad. He moxeTt 6biTb MeHbLe, | HeT 1000
tion.expired-tasks-poll-rate-ms -

yewm dgf.planner.ongoing-task-

cancellation.expiration-timeout
dgf.planner.ongoing-task-cancella- TavimayT Ha 3arpy3ky AaHHbIX B pamkax Ongoing
. P . Het PT5M
tion.expiration-timeout 3agaun. Duration, He oTpuuaTtenbHoe.
dgf.planner.ongoing-task-cancella- Monb3oBaTenb, OT YbEro UMEHN NPONCXOAMNT aB- Het planner-
tion.user-cancel ToMaTtuyeckasa otMmeHa Ongoing-3agauw. backend
spring.transaction.default-timeout TaimayT TpaHsakumm. ,u_on»(eH GbiTb MeHbLLe 3a- Het PT25S

nepxku dgf.planner.engine.message-send-delay.
sprlng_.datasource.hlkarl.maX|mum- KOnMMecTBO NoaKNIoNeHwii K B, et 10
pool-size

Momnmo obuen koHdurypauun Tpebyetcsa HacTponka npouns:

o dqf-kafka - gna pabotel ¢ DQF ES no Kafka (cm. Tabnuua 22)

e dgf-rmq - ang pa6otbl ¢ DQF ES no RMQ. MNMpodunu aBnaroTca B3aMMoUCKI0Yaro-

LWMMM.

Tabnuua 22. KoHdurypaumoHHble napameTpbl nHterpauum ¢ CUM no Kafka — npodmne dqf-kafka

MapameTp

dgf.planner.engine.kafka.group-id

O6sa3a-

OnucaHune
TenbHO

Hassanue pynnbl MoTpebuTe-
nen DQF ES. Heobxoamumo ans Oa
nony4eHunsi nara o6paboTku.

3HayeHue no ymonyaHuio

spring.kafka.*

HacTtpoiika nogknoveHns K
Kafka. B pamkax uHterpauuv 6y- | Oa
net co3gaH admin-KImMeHT.

org.apache.kafka.common.seri-

spring.kafka.producer.key-serializer alization. StringSerializer

CepuranusaTtop KYei. Het

org.apache.kafka.common.seri-
alization.ByteArraySerializer

spring.kafka.producer.value-serializer | Cepuanusatop 3Ha4YeHuWIA. Het

KoHdwurypaumoHHble napameTpbl MHTerpaumm ¢ CUM no RabbitMQ — npodune dgf-rmq

KoHdurypaumsi npomsBoguTcsl CTaHgapTHOW HacTponkon spring.rabbitmq.*. Ceoncteo
dgf.planner.engine.queue BbICTynaeT Kak anunac K CBOMCTBY spring.rabbitmq.template.routing-key
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4.2.6 KoHdurypaumoHHblie napamMeTpbl cepBuca pacnucaHum 3apgad (CP3)

O6wume napameTpbl CP3 (pa3gen 4.2.1) TpebytoT HacTpovikn npoduns, ovepenen, 6asbl AaH-
HbIX, OTNPaBKy COObLITUIA, NPU HEOOXOAMMOCTUN aBTOPM3aLMN TEXHUYECKON YY4ETHOM 3anucu (TY3),
aBTOpM3auUN KNMeHTa, ayauTa, TakK Xe MOXeT noriyyaTb napameTpbl OT cepBepa KOHUrypauui.
Hanee npmBoaatcs napameTpbl cneunduyHole ana CP3.

Ta6nuua 23. KoHdurypaumoHHble napaMmeTpbl MHTerpaumi ¢ cepsucamu DQF

0O6s3a- 3HauyeHue no
MapameTp OnucaHune
TeNnbHO YMOM4YaHUK
dgf.scheduler.enabled dnar BknoveHne cos3ganna 3agad B MNnanvpos- Het true
wmke no Pacnucanuto.
dagf.scheduler.planned- YacTtoTa onpoca PacnucaHui, rotoBbIX K OT- HeT 0 * * x x *
polling-period npaske B NnaHupoBLUmk. Cron-BblpaXkeHune.
dqf.scheduler.parallelism JocTtynHoe KonnyecTBO napanfenbHbIX MOTOKOB Het 1
ana co3ganunsa 3agad no Pacnucaduio. 1-255
dgf.scheduler.planner-ser-
vice.url URL MnaHupoBLwukKa gnsa cosgaHmsa 3agay Oa
dgf.scheduler.cas-ser- URL KaTanora lNpoBepok ans nonyyeHms nHop- Ma
vice.url mMauwum o ['pynne anropmTtmMoB

4.2.7 KoHcdurypaumoHHble napamMeTpbl cepBuca pesynbTaTtoB («Arperatop»)

O6wume napameTpbl «Arperatopa» — cepBuca pesynbTaToB (pa3gen 4.2.1) TpebyoT HaCTPOWKK
npoduns, ovyepenen, otnpaBkm cobbiTui, 6asbl AaHHbLIX, NPU HEOOXOAUMOCTU aBTOpPU3aLUN KNn-
eHTa, ayanTa, TaK >xe MOXeT nony4yaTb napameTpbl OT cepBepa KoHurypaumin. [lanee npmBoaarcs
napameTpbl cneunduyHblie ons «Arperatopay.

Cepsuc nHterpmpyetcs ¢ Arenadata Catalog ons CMHXpoHU3aumMm pesynbTaTtoB NPOBEPOK U Nepe-
Aayn popmmnpoBaHnsa cobbiTUIN 3aBepLLUEHNSA NPOBEPKM C pe3dynbTaTaMu.

Tabnuua 24. UnTerpaumns c ADC.

MapameTp Yr1o penaet bR 3HayeHMe No yMon4yaHuo
TernbHO
dgf.integration.adc.enabled AKTMBMROBaTb " 0bpabotky Het false
cobbiTnn ans ADC
Tonuk, B KOTOPOM criyLuaTenb
cobbituin ana ADC 6yneT oxu-
dgf.integration.adc.dgf- JaTb HOBble cobbITUS. Mo-
events-topic YMOM4YaHuio coBnagaeTt ¢ oye- YenosHo ${daf.events.queue}
penpbto, Ansa oTnpaBku cobbl-
TUN.
dgf.integration.adc.http- Ba3osit URL cepauca ADG,
. Kyna 6yget oTnpaBnsAtbest 06- | YcnoBHo | -
client.url
paboTaHHOe cobbITHe
dgf.integration.adc.http- Boems oxuaanns coeavuenns | Het 3apaHo B
client.connect-timeout-millis P A A ReactorClientHttpConnector
dgf.integration.adc.http- Bpems oxupgaHusa otBeTa Ha Het 3apaHo B
client.read-timeout-millis 3anpoc ReactorClientHttpConnector

Tabnuua 25. UHTerpaumns c CUI.

O6s3a-
TernbHOo

MapameTp

YTo penaer 3HayeHue No yMon4yaHuio

dnar gnsa BbIKNoYeHUs obpa-
©0TKM pe3ynbTaToB paboThl
nBmxka. OctanbHble CBOMCTBA
He aKTyanbHbl, ecnv obpa-
60TKa BbIKIOYEHa

dgf.aggregator.engine.enabled true
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0O6a3a-

MapameTp Y1o pmenaet TenbHO 3HayeHue No yMon4yaHuo

HasBaHusa ouepenei/Tonmkos,
pasgeneHHbIX 3andTon, B KO-
dgf.aggregator.engine.result- Topyto DQF ES oTnpaenser
queues pesynbTaTbl BbIMONHEHNS MPO-
Bepok. Hanpumep:
success_q,fail_g,error_q

dnar gnsa BbikNoYeHUs obpa-
60TKM cobbiTUn. OcTanbHble
dgf.aggregator.events.enabled CBOWICTBA COObLITUI HE aKTy- Oa true
anbHbl, ecnun o6paboTka Bbl-
KIntoYeHa

QOuyepeab/TonrK N3 KOTOpOW
dgf.aggregator.events-queue CEpPBU1C OOMKEH YnTaTb cobbl- Oa
™S

[a

4.2.8 KoHdurypaumoHHble napamMeTpbl cepBuca gawbopaos

O6wwe napameTpbl cepBuca gawwbopaos (pasgen 4.2.1) TpebyoT HacTponku npoduns, 6asbl
AaHHbIX, MPU HEOOXOAMMOCTM aBTOPU3aLMM TEXHUYECKON Y4E€THOM 3anucu (TY3), aBTopusaumm knm-
eHTa, ayauTa, TaK e MOXeT nofny4yatb napameTpbl OT cepBepa KoHurypaumn. lNapameTpbl cneuu-
dunyHble anga cepeuca fawbopaoB OTCYTCTBYHOT.

4.2.9 KoHurypaumoHHble napamMeTpbl cepBuca oT4eToB

O6wue napameTpbl cepBrca OTYETOB (pa3gen 4.2.1) TpebytoT HacTporkn npoduns, 6asbl gaH-
HbIX, MPX HEO6XOOUMOCTN aBTOPU3aLNN TEXHUYECKOM YY4ETHOM 3anuncu (TY3), aBTopusauun knm-
€HTa, ayamTa, TaK XXe MOXET nosiyyaTb napameTpbl OT cepBepa koHdurypauui. lNapameTpsl cne-
undnyHble Ans cepeuca oT4€TOB Aanee (Tabnuua 26)

Tabnuua 26. MapameTpbl cepBUca OTYETOB

O6s3a-
MapameTp Yto penaet 3Ha4yeHue no ymon4aHuio
TesNbHO
KonuuyecTtBo napannenbHbIX
dgf.reporter.concurrency NOTOKOB 41151 CO3aHus OTYe- Het 2
TOB
MeprogmnyHoCTb OGHOBMNEHUSA
METK/ BPEMEHM 151 OTYETOB B
dgf.reporter.process-health- obpaboTke. Takke oTYETHI,
: Het 60000
period MeTKa KOTOpbIX He 06HOBNS-
nace 3 Takux nepvoga, Bo3-
BpaLlalTcs B ovepeb
dgf.reporter.report-polling- Mepurop onpoca ovepeau
: Het 200
period wabnoHoB

Tak e cepsuc nHTerpupyetcsa ¢ CepBMcoM pesynbTaTtos — « ArperatopoMy. Hactpoiiku uxterpa-
LMW NPUBEOEHbI HIXE

Tabnuua 27. MapamMeTpbl cepBUca OTYETOB
O6s3a-

MapameTp YTo penaet TeNLHO 3HayeHue No yMon4yaHuo

URL Arrperatopa ans nonydye-

dgf.reporter.aggregator.url
4 P ggreg HUA OaHHbIX ONA OT4YETOB

Oa

4.2.10 KoHdurypaumoHHble napamMeTpbl cepBuca aBTopusauum

O6Lwume napameTpbl cepBnca asTopusauun (pasgen 4.2.1) TpebytoT HacTporikm npoduns, 6asbl
AaHHbIX, NPY HEO6XO0ANMOCTM aBTOPM3aLNK KNNEHTA, ayanTa, Tak XXe MOXeT nofny4aTb napaMmeTpbl
OT cepBepa KoHUrypauui.
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HacTtponka aBTopusaumm Yepes BHelwHUn Keycloak-cepsuc. Bece 3alwymiieHHble pecypcbl 6yayT
oXnaaTb, YTO Nosb3oBaTernb COBEPLUAET 3anpochl C aBTOPU3ALMOHHBLIM 3aronos-
KOM Authorization: Bearer <JWT from Keycloak>

Ta6nuua 28. MapameTpbl Nony4yeHuss aTpubyTOB AOCTYyNa

MapameTp OnucaHue

spring.security.oauth2.web.* BIeOGXOLMMbIe ansa OIDC-ayTeHTudurKaumm napameTpbl Ana web
spring.security.ocauth2.web.pro- Mpoangep OIDC: keycloak nnu avanpost (o ymonua-

vider Huto: keycloak)

spring.security.oauth2.web.url Ccebinka Ha cepsep OIDC gns web Ul

Peanm ans ayteHTMdmkaumm (obs3aTeneH ans nposai-
aepa keycloak)

spring.security.oauth2.web.realm

Ta6nuua 29. MNapameTpbl Nony4YeHusi aTpubyToB AocTyna

O6saza-
MapameTp Yto menaert 3HayeHue No yMon4yaHuo
TenbHO

TOKEN
Twn nposBan-
nepa atpuby- lMpumeyaHue:
dgf.auth.attribute-pro- TOB goCTyna. Her TOKEN o3HauaeT, uto atpubyThl gocTyna 6yayT nony-
vider.type Honyctumble YeHbl U3 TOKeHa.
3HaYEeHUs: ADC - cepsuc nonyyaet aTpubyTtbl goctyna REST-
[TOKEN, ADC] 3anpocoM Ha BHeLWHWI nposangep (cm. Hke Tab-
nvua 31)
Cneuvdukaums
Caffeine-kawa
spring.cache.caffeine.spec | ans nonyyeHns | Het expireAfterWrite=PT10S,maximumSize=100,recordStats
aTpnbyToB f0-
cTyna.

Mony4yeHue aTpmnbyTtos goctyna us JWT-TokeHa: dqgf.auth.attribute-provider.type=TOKEN

Ta6nuua 30. MapameTpbl nonyyeHus atpubyToB ns JWT-TokeHa

O6s3a-
I'IapameTp Yro penaet 3HauyeHue no yMon4aHuro
TeNnbHO
spring.security.oauth2.cli-
ent.provider.keycloak.dgf-au-

thority-attribute

CsowictBo JWT-TOKEHa, B KOTOPOM
xpaHaTca atpmubyTtel DQF.

DQF_ACCESS_ATTRIBUTE

Mony4yenune atpmnbytos goctyna us JWT-TokeHa: dqgf.auth.attribute-provider.type=ADC

Ta6nuua 31. MNapameTpbl nonyyeHus atpubytoB ns JWT-TokeHa

O6s3a-
MapameTp Yto penaet TenbHO 3HayeHue No yMon4yaHur

dgf.auth.attribute-pro- | Ccbifka Ha BHELLHWUA NpoBaiaep aTpubyTos
vider.adc.url - ADC.

4.2.11 KoHdurypaumoHHble napamMeTpbl agantepa pe3ynbTaToB ANl MoAyssa co-
XpaHeHus

O6Lwume napameTpbl cepBuca asTopusauum (pasgen 4.2.1) TpebytoT HacTporiku npoduns, odepe-
aen, 6asbl JaHHbIX, NPU HEOOXOANMOCTU aBTOPM3aLMM TEXHUYECKON Y4ETHOM 3anmcn (TY3),
ayauTa, Tak XXe MOXEeT nony4atb napaMeTpbl OT cepBepa KoHgurypaumi. [lanee npuBogaTtca na-
pameTpbl cneundunyHble ANg agantepa pesynbTaToBs.
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Tabnuua 32. O6s3aTenbHbIE NapaMeTpbl

NapameTp Yro penaet \_?:;'i Npumep

HasBaHus ouepenein/TonmkoB, pas- success_q,fail_g,error_q
dgf.saver.adapter.engine-top- OeneHHbIX 3ansiTou, B koTopyto DQF fa
ics ES oTtnpasnseT pesynbTaTthl Bbl-

NOSTHEHUS NMPOBEPOK.

HasBaHusa Tonuka, B KOTOpPYHO OT- success_q,fail_qg,error_q
dgf.saver.adapter.event-topic npaBnsaTCca coObITUSA CUCTEMBI Oa

DQF.
dqf.saver.adapter. saver—top- HassaHue oyepeam ons OTFI'{IpaB:iVI result_success
jos . success ycneLwHblX pesynbTtaToB B Results Ha

Saver.
dgf.saver.adapter.saver—top- HasBaHune oyepean ons otnpasku result_failed
. . HeyCrneLUHbIX pe3ynbTaToB B Oa
ics.failed

Results Saver.
dqf.saver.adapter. saver—top- HassaHve ovepeamn Ans oTnpasku result_error
. . pe3ynbTaToB, 3aBEPLUMBLLNXCS Oa
ics.exception N

ownbkon, B Results Saver.
dgf.saver.adapter.saver-top- HasBaHune oyepean ons otTnpasku fa signals-topic
ics.signals curHanoB B Results Saver.
dgf.saver.adapter.task-id- HasBaHue 3aronoBka ns nepegayv pipilineRunld

Oa

header-name Task Id B Results Saver.

4.3 HacTtpouka nonb3oBaTerien

4.3.1 OIDC-npoBangep (Keycloak/Avanpost)

Ponesasi Mogenb onpeaensieTcs aTpubytamm gocTyna, onpegensieMbiMu atpudyTamm aBTopusa-
umm B JWT TOKeHe BbigaHHoM OIDC-npoBangepom.

ATpnbyTbl aBTopusaumm no ymonudanmio DQF_ACCESS_ATTRIBUTE onpegensioT npasa
nonb3oBaTtensi.

pynnbl npaB onpefensoT porib, T. €. KaXA0W rpynne HasHa4yalTCAa MHOXECTBO 3HaYeHUN no
kntody DQF_ACCESS_ATTRIBUTE. fonyctumelie 3HadeHns DQF_ACCESS_ATTRIBUTE:

"RULE_CREATE" — co3gaTb npaBuno,

"RULE_READ" — npouuTtaTtb npasuno,
"RULE_UPDATE" — 06HOBWTL NpaBuno,
"RULE_DELETE" — yganute npaswuno,
"RULE_PROBE" — 3anyctuTb npaBuno B pexume gebara,
"RULE_GROUP_CREATE" — co3gaTtb rpynny npasun,
"RULE_GROUP_READ" — npountaTtbh rpynny npasun,
"RULE_GROUP_UPDATE" — 06HOBUTb rpynny npaswun,
"RULE_GROUP_DELETE" — yganutb rpynny npasun,
10. "TASK_CREATE" - co3gaTtb 3agayvy,

11. "TASK_READ" — npouutatb 3agauy,

12. "TASK_UPDATE" — o6HOBWTb 3agayy,

13. "SCHEDULE_CREATE" — co3gaTb pacnucaHue,

14. "SCHEDULE_READ" — npouutaTtb pacnucaHue,

15. "SCHEDULE_UPDATE" — 06HOBUTb pacnuncaHue,

16. "REPORT_CREATE" — co3gaTb OTYéT,

17. "REPORT_READ" — npounTaTb OTYET,

18. "REPORT_UPDATE" — 06HOBUTb OTYET,

19. "RESULT_READ" — npouunTaTth pesynbrar,

©CoNoORLON =
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20. "AGGREGATE_STATISTIC_READ" — npounTaTb arpermpoBaHHy0 CTaTUCTUKY pesyrnbTa-
TOB,

21."DASHBOARD_CREATE" — co3gaTtb gawbopg,

22. "DASHBOARD_READ" — npountaTtb gawbopa,

23."DASHBOARD_UPDATE" — o6HoBUTb gawbopg,

24. "DASHBOARD_DELETE" — ynanutb gawbopg

ATpnbyThbl Ha3Ha4alTCA rpynnam nonb3oBaTtenen, B ctTaHgapTHon sepcum DQF BbigenseTcs 9 po-
nen:

o [lonb3oBatenbckue (5 ponen — 6e3 BblgeneHns)
o Bnageney gaHHbix (data-owner)
o MeHemkep no Ka4yecTBY AaHHbIX (Manager)
o AHanuTuk KayecTBa gaHHbix (data-analyst)
o Paspabotuuk npasun (rules-developer)
o [HaTta-cTioapp (data-steward)
o TexHu4yeckue (5 ponen — BblgeneHbl XXENTbIM)
o Cepsuc oTyéToB (reporter)
o Cepsuc pacnmcaHun (schedule)
o Cepsuc nnaHupoBaHusa 3agad (planner)
o Cepsuc ncnonHeHusa nposepok (dqf)
o Ckpunt obHOBREHUA NpaBun Anga katanora (cas-updater)
e [lpwn BknoueHHoW uHTerpaumm ¢ ADC
o Cepsuc arpermpoBaHHbIX pe3ynbTaToB (aggregator)
Lnsa Cepesuca agpeauposaHHbIx pe3yribmamoe mpebyemcsi 8 dama Kamarioze
Hacmpoumb y4emHyro 3arnuck ¢ rnpasamu docmyna (nonumuka docmyna), Komo-
pble codepxxam docmyribl K MemoOam APl : O6HosneHue mecm Ketica, [Jobasrie-
Hue pesyribmama e mecm Kelc. (KoHgbuaypuposaHue TY3 cepsuca ocyuwecmerns-
emcs napamempamu oauth.* cm. paszden 4.2.1 Tabnuua 5 Obwue napamempsi
cepsucos)

Ta6nuua 33. MannuHr aTpubyToB Ha ponu (rpynnbi nonb3oBaTenen Keycloak)

ATpuoyTHI

RULE_GROUP TASK SCHEDULE | REPORT | Results | DASHBOARD
[C/|RJu[D[P|Cc[RJU[D|JC|RJUJC|RJUJC|RJUJ1[5S]C|R|U[D,|
1 (10 11 12]13 14 15 |21 22 23 24 |

16 17 18
data-owner

manager \ Vv \

data-analyst

rules-
developer

data-steward \% \%
reporter

schedule

planner \Y

dqf \Y

cas-updater \Y \Y vV | v

[ins yno6ceTea TEMHOSSEHEHBIM BbifereHbl MOMHbIE rPYNbl, CBETMN0-3€MNEHBIM — YacTb rpynmbl.
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4.3.2 KoHcurypaumsa nonb3oBatenemn npm uHterpaumum ¢ ADC

Ponesasi mogenb onpeaensieTcsi NonMTUKaMu gocTyna.

Ho6aeneHune nonutuk cBasaHHbIx ¢ DQF ocyuiecTBnseTca B HacTponkax Arenadata catalog —

© , pasgen meHto «Joctyn», NyHKT «Monutrnkn goctyna» (cMm. PucyHok 2, a).

Mpw OTCYTCTBUM CYLLECTBYIOLNX NONUTKK CBSA3aHHbIX ¢ DQF — Co3gaTb HOBYHO NOMAWUTUKY C TUNOM
«[Joctyn k metogam APl», pecypcom, ogHum 13 cnmcka (cm. PucyHok 2, 6) (MHTepdenc nossonseT
nckatb no coyetaHuto cumsonos «DQF»), nocne yero Hago BeIGpaTh AOMNYCTUMYIO OnepaLmio,
NPUMEHMMYI0 K pecypcy (cMm. PucyHok 2, 6). [laHHble Tnbl onepauunin CoOOTBETCTBYHOT 24 rpynnam
npas (cMm. pasgen 4.3.1).

MNocne go6aBneHnst NONUTMKX, aHHAA MONNTMKA MOXET NPUMEHSITbCA B MpaBax AOCTyMNa K KOMaH-
Aam, nonb3oBaTtenaM unu ponsam, no craHaaptTHomy npoueccy ADC)

HOocTtyn
&2 Ponu

EE:) [MoNMTUKK JOCTYNa
a)

TUN NOAUTHKK

LocTyn Kk mMeTogam API

Pecypebl:

DQF

DQF ArpermpoBaHHaA CTaTUCTHMKa pe3ynLTaTos
DQF Npynne! npaeun

DQF Jaw6opasl

DQF 3apaumn

DQF OTYeTsl

DQF MNpaeuna

DQF PacnucaHua

DQF PesynbTtatel

DQF TecToBblE 2anycku Npaeun

Onepaumm:

M Bce
YTeuue
OEHOBNEHKE
Co3fnaHne

YaaneHue

PucyHok 2. Monutukmn goctyna ADC.DQF B koHcurypauum Arenadata Catalog.
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O6paTtnTe BHMMaHue!

[nsa obecneyeHns BO3MOXHOCTU U3 MHTepdenca DQF co3paBaTh M NpuBA3bIBaTL rpynny npaeBu K
obbvektam ADC, y nonb3oBaTens orKeH ObiTb AOCTYN Kak MUHUMYM K criegytowemy Habopy npaB
B ADC:

e [lonuTtuka goctyna k o6bekTam Ans obblMHOro Nonb3oBaTens
e [lonuTuka goctyna kK metodam Ansi o6bl4HOro nonb3oBaTens
o [Jloctyn kK o6bektam - Konnekuns tectoB — CosgaHme

o [Jloctyn K ob6bekTam - TectoBbI cueHapuin — CosgaHne

o MeTogbl api — Onpegenenus Tectos - Co3gaHue

e MeTogbl api - TecTtkencol — Co3gaHune

e MeTogbl api - Habopbl TecToB — Co3gaHue

4.4 HacTtpouka cbopa meTpuk

MeTpukn koHTenHepoB B oopmaTte Prometheus gocTtynHbl no agpecy:
{xocm-cepsuca:nopm-cepesucajl/actuator/prometheus

MNepeyveHb cepBMCOB, UX pasmeLLeHne U MHpopMaLmsa ¢ agMUHUCTPaATUBHBIMKU JOCTynamu hopMu-
pyeTcd nNpu nHMumManusauum CTEHAOB M pa3MeLLaeTcs B kaTanore cteHga B havne {stand_name}-
stand.md

4.5 NMpocMoOTp COCTOSAHUA CUCTEMBI

Mpwn TMnoBom paseépTbiBaHn ADC.DQF Ha cTteHae http://{xocT}:3000/ pacnonaraetcsa Grafana, B
KOTOPOWM MOXHO YBUAETb COCTOSIHNE NULIEH3UKN, NPU HEOBXOAMMOCTM OGHOBUTbL NIULIEH3MIO MOXHO
obpaTtutbcs B cryx0y noaaepxku.

O6paboTYMKOB B NULIEH3UU O6paboTymMKoB UcMnonb3yeTcs

Tak xe Tam MOryT HacTpamBaTbCa O5A HabnoaeHns apyrme MeTpukm CUCTEMbI
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5 ABapuliHbIe CUTYyalUH

B HacTosilwem pasgene npuBeAéH nepeveHb BO3MOXHbLIX HEMCNPaBHOCTEN, NMPUYMHBI UX BO3-
HWKHOBEHWS 1 CNOCOObl YCTPaHEHMSI.

B cnyyae nosiBNeHus1 MHbIX HEUCTNPaBHOCTEN criegyeT obpaTuTbes K noctaBwmky MO (cm. pas-

gen’v,

cTp. 38)

Ta6nuua 34 MNepevyeHb BO3MOXHbIX HEMCNpPaBHOCTEN

HeucnpaBHOCTb

Bo3mMoxkHas npuymnHa

Cnoco6 yctpaHeHus

Cepsuc Beb-goctyna [MpoBepuTb COCTOSIHME CepBMUCa NGINX U BbINOMHUTL
1 HepocTyneH nonb3oBaTtenb- | (Nginx) He 3anyLueH ero 3anyck (cM. pasgen 3.3 cTp. 10 umsa KoHTelrHepa
CKWIA HTepdeiic Mo YMOMNYaHuio nginx-reverse-proxy)
HekoppekTHas HacTpovika lMpoBepuTb cocTosiHMe cepauca Keycloak u kop-
o | Hemosuonsia asopusaunn | o T o e womsamio Kevcloak. 1o
nonb3oBaTens ,
urypauym)
He yctaHoBneH ak3emnnsap | MNpoBepuTb YCTAHOBKY Y COCTOSIHME 3K3eMnnspa
3 HepocTyneH TecToBbIN 3a- CWTI ¢ napameTtpom CUIM - dgf-es-probe (cm. pasgen 3.3 ctp. 10 ums
nyck npasuna PROBE (cm. pasnen 4.2.3) | konTeltHepa no ymonuanuio dqf-es-probe)
OTCyTCTBYET MM HeAGiH- MpoBepuTb HanM4YMe 1 CPOK OEVNCTBUSA NULEH3UN
CTBUTENbHA NULEH3NSA (cm. pasnen 4.5 cTp. 35)
3 CepBuC MCNONHEHMS npa- MpoBeputb coctosiHne CUM — dgf-es
4 afiatia sanyLiena, Ho He Bun (CUIM) He dyHKumonu- | (cm. pasgen 3.3 cTp. 10 MMsA koHTeriHepa nNo ymMon-
BbIMOJIHAETCS
pyeT yaHuto dqf-es)
OrpaHuyeHne nuLeH3um MpoBepuTb NULIEH3MIO HA aKTyanbHOCTb U AOCTYM-
HOCTb NoTokoB ak3emnnsapy CUMM (cm. pasgen 4.5
cTp. 35)
CKpunT 3arpy3ku AeMOH- 3anycTuTb BbINOMHEHME CKpUNTa 3arpy3kn JeMOH-
CTPaLMOHHbIX NpaBum He CTpaLUMOHHbIX NpaBun. Ons yero HeobxoaMMo cTaH-
5 Mpasuna He oToGpaxatoTcsi | BbIMOMHEH AapTHbIMK cpeacTBamu docker 3anycTuTb Unu ne-
B KaTanore npasus pes3anycTuTb KOHTENHep cas-updater-keycloak.
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6 PekoMeHJallMU 110 OCBOEHUIO

[ns ycnewHon pa6otbl ¢ CUIM HeobXxoaMMO n3yunTb SKCMyaTaLMOHHY AOKYMEHTALUMIO, KO-
Topas npeacrtasneHa B pasgene 1.5.
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7 KOHTAKTbI TEXHUYECKHX ClieqnaJincCToB

B cnyyae BO3HVMKHOBEHUS TPyQHOCTEN NPU YCTAHOBKE NpOrpaMmmMHOro obecneyeHus, ces-
XUTECb C TEXHNYECKOW NOAAEPXKKOWN, NCNONb3ys SNEKTPOHHbIN agpec info@arenadc.io.
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